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INTEGRATED INTERFACE FOR REAL TIME 
WEB BASED VIEWING OF TELECOMMUNICATIONS 
NETWORK CALL TRAFFIC 

The present invention relates generally to 
special service telephone call processing such as 
800/8XX, 900 and "VNET" calls in a telecommunications 
network, and more particularly, to a World Wide 
Web/ Internet enabled apparatus and methodology for 
viewing network call traffic information apci call 
statistics in real-time. 

Commonly assigned U.S. Patent No. 5,537,611 
issued July 10, 1996 discloses a network management 
scheme for special service calls which allows the 
management of a telecommunications network to oversee 
the network to ascertain traffic surges and provide 
traffic controls to alleviate network congestion. In 
particular, the '230 application discloses the 
utilization of a Data Access Point (DAP) for storing 
information relating to different special service call 
numbers, information relating to subscribers who 
subscribe to the various services, and translation 
tables that provide the data needed to translate a 
special service call number into a real call number 
associated with a particular network switch. A 
processor associated with the DAP, referred to as a DAP 
Traffic Statistics (DTS) , converts the collected- 
traffic data into statistics data and forwards the same 
to a compiler processor of an Integrated Network 
Management System (INMS) . The INMS provides reports 
containing the compiled statistics data for the special 
service call number to subscribers and the management 
of the telecommunications network. With the 
information from the INMS, a subscriber could read just 
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the parameters for a special service call number and 
reallocate the calls made to the call number to 
different destination stations. The management of the 
network, at the same time, can review the information 
from the DTS and reroute traffic in the network to 
avoid congestion or call blocking caused by any one of 
the special service call numbers. 

Conventionally, subscribers' access to their 
_ telecommunications network call traffic- information is 
made via a dial-up connection to the INMS mid range 
computer server from a customer owned personal computer 
or work station. This connection frequently, although 
not always, emulates a terminal addressable by the mid 
range computer system. The dial-up access requires 
custom software on the customer workstation to provide 
dial-up services, communication services, emulation 
and/or translation services and generally some resident 
custom form of the INMS mid range computer application 
to enable the interface therewith. 

There are several problems associated with 
thi s approach : 

First, the aforementioned software is very 
hardware specific, and customers generally have a wide 
range of workstation vendors, which requires extensive 
inventory for distribution, and generally, intensive 
customer hand holding through initial setup and 
installation before reliable and secure sessions are 
possible. If the customer hardware platform changes 
through an upgrade, most of these issues need 
renegotiation . 

Secondly, dial-up, modem, and communications 
software interact with each other in many ways which 
are not always predicable to a custom application, 
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requiring extensive trouble shooting and problem 
solving for an enterprise desiring to make the legacy 
system available to the customer, particularly where 
various telephone exchanges, dialing standards or 
signal standards are involved. 

Third, when an enterprise desires to make 
more than one system available to the customer, the 
custom application for one legacy system or mid range 
application is not. abl_e to connect to a different 
legacy system, and the customer must generally logoff 
and logon to switch from one to the other. The 
delivery technology used by the two legacy systems may 
be different, requiring different interface standards, 
and different machine level languages may be used by 
the two systems, as for example, the 96 character 
EBSDIC language used by IBM, and the 127 character 
ASCII language used by contemporary personal computers. 

Finally, the security and entitlement 
features of the various legacy systems may be 
completely different, and vary from system to system 
and platform to platform. 

As subscriber's desire an open access route 
to their 800/900 and VNET call traffic information and 
related statistics, it is desired to provide 
connectivity to enterprise mid range or legacy systems 
over the public Internet, as the Internet provides 
access connectivity world wide via the TCP/IP protocol, 
without need to navigate various telephone exchanges, 
dialing standards or signal standards. 

The present invention is one component of an 
integrated suite of customer network management and 
report applications using the internet and a World Wide 
Web ("WWW" or "Web") Web browser paradigm. Introduced 
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to the communications industry as "nMCI Interact" the 
integrated suite of Web -based applications provides an 
invaluable tool for enabling customers of a 
telecommunications enterprise to manage their 
telecommunication assets, quickly and securely, from 
anywhere in the world. 

The popularity of the public Internet 
provides a measure of platform independence for the 
_ customer, as the customer can run their- own internet 
web -browser and utilize their own platform connection 
to the Internet to enable service. This resolves many 
of the platform hardware and connectivity issues in the 
customers favor, and lets the customer choose their own 
platform and operating system. Web-based programs can 
minimize the need for training and support since they 
utilize existing client software which the user has 
already installed and already knows how to use. 
Further, if the customer later changes that platform, 
then, as soon as the new platform is Internet enabled, 
service is restored to the customer. The connectivity 
and communications software burden is thus resolved in 
favor of standard and readily available hardware and 
the browser and dialup software used by the public 
Internet connection . 

An Internet delivered paradigm obviates many 
of "^the installation and configuration problems involved 
with initial setup and configuration of a customer 
workstation, since the custom application required to 
interface with the legacy system can be delivered via 
the public Internet and run within a standard web- 
browser, reducing application compatibility issues to 
browser compatibility issues. 
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For the enterprise, the use of off-the-shelf 
web browsers by the customer significantly simplifies 
the enterprise burden by limiting the client 
development side to screen layouts and data 
presentation tools that use a common interface enabled 
by the web browser. Software development and support 
resources are thus available for the delivery of the 
enterprise legacy services and are not consumed by a 
need for customer support at the work station level. 

The present invention thus satisfies the 
above mentioned needs by providing an internet enabled 
and Web -based remote interface that allows a customer 
to open and monitor trouble tickets relating to network 
events on the enterprise network. 

The TrafficView System server ("TVS") 
comprises an integration of the existing DTS system and 
an MCI Traffic Statistics (MTS) system which is a 
service that provides subscribers with insight into 
their call attempts and completions, beyond current DTS 
reporting capabilities. The TVS system is thus 
comprehensive, providing subscribers with information 
related to their special service calls, for example 
800/900, call disposition statistics and call detail 
information. 

The source of data for the MTS system is 
800/900 Call Detail Records (CDRs) generated by the 
various network switches. These CDRs are collected by 
network Adjunct Processors (APs) , associated with 
corresponding ones of the network switches. Once 
collected, the CDRs are delivered to the MTS system for 
immediate processing. Upon receipt of the CDRs from 
the APs, the MTS system will forward periodically, for 
example hourly, the call statistics to the TVS. The 
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MTS system stores multiple hourly CDRs for each of the 
special service numbers. 

For call by call details, the TVS system is 
supplied with Enhanced Call Detail Records (ECDR) by 
the MTS system. For the current embodiment of the 
instant invention, the statistical data is sent to the 
TVS system on an hourly basis, and the ECDR data is 
sent to the TVS system in near real time. These records 
- are used to generate additional different -call detail 
reports, known as "unpriced data" reports. In 
addition, these ECDRs are the source of a Real Time 
Traffic Monitor (RTM) system that enables a subscriber 
of the system to view in real time the operation of the 
network, i.e. the statistics relating to the calls 
directed to the special service call number (s) of the 
subscriber. In particular, upon signing onto the RTM 
service, a subscriber is given a password by the 
management of the network so that through a web 
browser, the subscriber may access directly the TVS 
system via the public Internet. The ECDR data sent to 
the TVS system can then be accessed directly by the 
subscriber in substantially real time so that the 
ongoing operation of the network, at least with respect 
to the subscriber's special service call number(s), can 
be monitored by the subscriber. The subscriber can 
accordingly reallocate his resources, for example 
redirecting calls to his special service call number to 
different locations where the operators of the 
subscriber are located. 

The present invention provides an Internet 
enabled and Web-based remote interface that allows a 
customer to retrieve their unpriced call traffic detail 
information and call disposition statistics in the form 
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of reports, as well as access and view their real-time 
call traffic details relating to their special service 
call numbers. 

To access their unpriced call traffic data 
and/or real-time call traffic details at a user's 
remote customer workstation, a user first logs on to 
the internet through any internet access route, and 
then logs on to the enterprise Web -server. After 
verification, of the cus.tomer's entitlements ,to use the 
system, the Web- server downloads an available suite of 
services for that customer, which includes the 
TrafficView system tool, which is offered by the 
assignee of the present invention as the "Traffic 
Monitor" service or "Unpriced Reporting." This service 
is provided to the customer through a service object 
that is invoked and maintained by a browser based 
backplane, and which calls, as needed, other objects, 
including objects to enable graphical displays of data 
to the customer. From the opening screen, the customer 
may select the opportunity to view their real-time 
traffic, and the Web- server will then download the 
service program object to enable this. 

At the time of customer verification, the 
enterprise customer service management system has 
obtained certain information relating to an RTM profile 
maintained on a TVS server. This RTM profile 
information automatically prepopulates at least one 
field in a dialog involved in the opening of a unpriced 
data reporting screen or traffic monitor screen. 

In this prepopulation process, data included 
within the customer profile is automatically entered 
into a field of a particular dialog. Through this 
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prepopulation, the amount of required user input is 
minimized, thereby increasing customer usability. 

In the preferred embodiment, a number of 
different unpriced call detail reports may be generated 
which are delivered via a novel web -based report 
generation and delivery system integrated within nMCI 
Interact. 

A feature of the report generation and 
- delivery system for unpriced reporting,- is- t'he ability 
to customize the reports a subscriber is entitled to 
receive. For example, a subscriber can obtain the call 
details of a special service call subscribed by him for 
a particular period of time instead of real time. 
Furthermore, the subscriber can download a data file 
comprising the raw call details of the special service 
call for a particular period of time. 

The present invention thus provides a 
web/Internet based reporting tool for generating 
traffic statistics data as specialized reports and/or 
data files to subscribers who subscribe to the special 
service call processing service provided by the 
network; and, via the public internet: 

i) provides the ability to download call 
statistics from a database of the TVS system so that a 
subscriber can format and design his own reports; 

^ ii) provides a subscriber with the ability to 

instruct the system to provide reports on a particular 
given time through a particular method; 

iii) provides reports to subscribers that 
include greater call details of their subscribed 
special service calls than other previous systems and 
methods ; and 
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iv) provides real time enhanced call detail 
records to subscribers so that a subscriber can monitor 
in real time the operation of the network, so as to be 
able to effect the necessary changes expeditiously. 

The above-mentioned aspects and advantages of 
the present invention will become more apparent and the 
invention itself will be best understood by reference 
to the following description of the invention taken in 
conjunction with the accompanying drawings^ wherein: 

Figure 1 illustrates the software 
architecture component comprising a three- tiered 
structure; 

Figure 2 is a diagrammatic overview of the 
software architecture of the networkMCI Interact 
system; 

Figure 3 is an illustrative example of a 
backplane architecture schematic; 

Figure 4 illustrates an example client GUI 
presented to the client/customer as a browser web page; 

Figure 5 is a diagram depicting the physical 
networkMCI Interact system architecture; 

Figure 6 is an overall view of the 
"TRAFFICVIEW" system of the instant invention; 

Figure 7 is a block diagram depicting the 
physical architecture of the StarWRS component of the 
net^workMCI Interact system; 

Figure 8 is a diagram illustrating the 
functions of the MCI traffic statistics system of the 
present invention "TRAFFICVIEW" system; 

Figure 9 is a diagram illustrating the 
different functions of the MCI Traffic Statistics (MTS) 
system, in receiving data and transmitting that data to 
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the "TRAFFIC VIEW" Server (TVS) of the "TRAFFICVIEW" 

system of the present inventions- 
Figure 10 is a diagram illustrating the 

functional relationships between the TVS system and the 

various systems connected thereto in the "TRAFFICVIEW" 

system of the present invention; 

Figure 11 is a functional diagram 

illustrating the major functional areas of the TVS 

system; . - - . 

Figure 12 is a diagram illustrating the 

various reports being provided by the process report 

function of the TVS system; 

Figure 13 is a diagram illustrating the major 

functional processes of the RTM system of the instant 

invention; 

Figure 14 is a diagram showing the 
interrelationship between the various screens of the 
RTM system; 

Figure 15 (a) is an exemplar profile selection 

screen ; 

Figure 15 (b) is an exemplar adding profile 

screen; 

Figure 15 (c) is an exemplar delete a profile 

screen; 

Figure 15 (d) is an exemplar adding a single 
80 (J number screen; 

Figure 15(e) is an exemplar top five number 
selection screen; 

Figure 15(f) is an exemplar changing polling 
interval screen; 

Figure 15 (g) is an exemplar changing poll 
start time screen; 
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Figure 15 (h) is an exemplar siunmary 

statistics screens- 
Figure 15 (i) is an exemplar incomplete 

summary screens- 
Figure 15 (j) is an exemplar other summary 

screens- 
Figure 15 (k) is an exemplar call detail 

inquiry screen; 

Figure 15(l)_.is an exemplar call, disposition 

selection screen; 

Figure 15 (m) is an exemplar call detail 

record display screen; and. 

Figure 16 is a block diagram illustrating the 

logon procedure for Internet access to the TrafficView 

and real-time traffic monitoring systems of the present 

invention. 

The popularity and wide spread adoption of 
the public Internet provides a measure of platform 
independence for customers who desire to connect to an 
enterprise system, as the customer can run their own 
Internet web-browser and utilize their own platform 
connection to the Internet to enable service. This 
resolves many of the platform hardware and connectivity 
issues in the customers favor, and lets the customer 
choose their own workstation platform and operating 
syetem. Web-based programs can minimize the need for 
training and support since they utilize existing 
customer browser software which the user has already 
installed and already knows how to use. Any issues 
relating to connectivity and communications have 
already been resolved in favor of standard and readily 
available hardware and the browser and dialup software 
used by the public Internet connection. 
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An Internet delivered paradigm for customer 
services obviates many of the installation and 
configuration problems involved with initial setup and 
configuration of a dial-up customer workstation, since 
the custom application required to interface with the 
legacy system can be delivered via the public Internet 
and run within a standard web -browser, reducing 
application compatibility issues to browser 
- compatibility issues . - - ^ ^ 

Architectural Overview of The Web -enabled System 

The web- enabled system in which the present 
"Traffic View and Real Time Monitor Service" invention 
is found is a suite of customer network management and 
report applications using a Web browser paradigm. 
Known as the networkMCI Interact system ( "nMCI 
Interact") such an integrated suite of Web-based 
applications provides an invaluable tool for enabling 
customers to manage their telecommunication assets, 
quickly and securely, from anywhere in the world. 

The nMCI Interact system architecture is 
basically organized as a set of common components 
comprising the following : 

1) an object-oriented software architecture 
derailing the client and server based aspect of hMCI 
Interact; 

2) a network architecture defining the 
physical network needed to satisfy the security and 
data volume requirements of the networkMCI System; 

3) a data architecture detailing the 
application, back-end or legacy data sources available 
for networkMCI Interact; and 
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4) an infrastructure covering security, order 
entry, fulfillment, billing, self -monitoring, metrics 
and support. 

Each of these common component areas will be 
generally discussed hereinbelow. 

Figure 1 is a diagrammatic illustration of 
the software architecture component in which the 
present invention functions. A first or client tier 10 
of software services are resident on a .customer work 
station 10 and provides customer access to the 
enterprise system, having one or more downloadable 
application objects directed to front end business 
logic, one or more backplane service objects for 
managing sessions, one or more presentation services 
objects for the presentation of customer options and 
customer requested data in a browser recognizable 
format and a customer supplied browser for presentation 
of customer options and data to the customer and for 
internet communications over the public Internet. 
Additionally applications are directed to front end 
services such as the presentation of data in the foirm 
of tables and charts, and data processing functions 
such as sorting and summarizing in a manner such that 
multiple programs are combined in a unified application 
suite . 

^ A second or middle tier 12, is provided 

having secure web servers and back end services to 
provide applications that establish user sessions, 
govern user authentication and their entitlements, and 
communicate with adaptor programs to simplify the 
interchange of data across the network. 

A third or back end tier 15 having 
applications directed to legacy back end services 
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including idatabase storage and retrieval systems and 
one or more database servers for accessing system 
resources from one or more legacy hosts. 

Generally, the customer workstation includes 
client software capable of providing a platform- 
independent, browser-based, consistent user interface 
implementing objects programmed to provide a reusable 
and common GUI abstraction and problem- domain 
abstractions. More specifically, the client -tier 
software is created and distributed as a set of Java 
classes including the applet classes to provide an 
industrial strength, object-oriented environment over 
the Internet. Application- specif ic classes are 
designed to support the functionality and server 
interfaces for each application with the functionality 
delivered through the system being of two- types: 1) 
cross-product, for example, inbox and reporting 
functions, and 2) product specific, for example, toll 
free network management or Call Manager functions. The 
system is capable of delivering to customers the 
functionality appropriate to their product mix. 

Figure 2 is a diagrammatic overview of the 
software architecture of the networkMCI Interact system 
including: the Customer Browser (a.k.a. the Client) 20; 
the Demilitarized Zone (DMZ) 17 comprising a Web 
SeVvers cluster 24; the MCI Intranet Dispatcher "Server 
26; and the MCI Intranet Application servers 30, and 
the data warehouses, legacy systems, etc. 40. 

The Customer Browser 20, is browser enabled 
and includes client applications responsible for 
presentation and front -end services. Its functions 
include providing a user interface to various MCI 
services and supporting communications with MCI's 
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Intranet web server cluster 24. As illustrated in 
Figure 3, the client tier software is responsible for 
presentation services to the customer and generally 
includes a web browser 14 and additional object- 
oriented programs residing in the client workstation 
platform 20. The client software is generally- 
organized into a component architecture with each 
component generally comprising a specific application, 
providing an. areaof functionality. The applications 
generally are integrated using a "backplane" services 
layer 12 which provides a set of services to the 
application objects which provide the front end 
business logic and manages their launch. The 
networkMCI Interact common 3et of objects provide a set 
of services to each of the applications such as: 1) 
session management; 2) application launch; 3) inter- 
application communications; 4) window navigation among 
applications; 5) log management; and 6) version 
management . 

The primary common object services include: 
graphical user interface (GUI) ; communications; 
printing; user identity, authentication, and 
entitlements; data import and export; logging and 
statistics; error handling; and messaging services. 

Figure 3 is a diagrammatic example of a 
beickplane architecture scheme illustrating the ^ 
relationship among the common objects. In this 
example, the backplane services layer 12 is programmed 
as a Java applet which can be loaded and launched by 
the web browser 14. With reference to Figure 3, a 
typical user session starts with a web browser 14 
creating a backplane 12, after a successful logon. The 
backplane 12, inter alia, presents a user with an 
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interface for networkMCI Interact application 
management. A typical user display provided by the 
backplane 12 may show a niimber of applications the user 
is entitled to run, each application represented by 
buttons depicted in Figure 3 as buttons 58a, b,c 
selectable by the user. As illustrated in Figure 3, 
upon selection of an application, the backplane 12 
launches that specific application, for example, 
- Service Inquiry 54a or~Alarm Monitor 54-b, by- creating 
the application object. In processing its functions, 
each application in turn, may utilize common object 
services provided by the backplane 12. Figure 3 shows 
graphical user interface objects 56a, b created and used 
by a respective application 54a, b for its own 
presentation purposes. 

Figure 4 illustrates an example client GUI 
presented to the client/customer as a browser web page 
80 providing, for example, a suite 70 of network 
management reporting applications including: MCI 
Traffic Monitor 72; an alarm monitor 73; a Network 
Manager 74 and Intelligent Routing 75. Access to 
network functionality is also provided through Report 
Requester 76, which provides a variety of detailed 
priced and unpriced call detail data reports for the 
client/customer and a Message Center 77 for providing 
eniiancements and functionality to traditional e-mail 
communications . 

As shown in Figures 3 and 4 , the browser 
resident GUI of the present invention implements a 
single object, COBackPlane which keeps track of all the 
client applications, and which has capabilities to 
start, stop, and provide references to any one of the 
client applications . 
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The backplane 12 and the client applications 
use a browser 14 such as the Microsoft Explorer 
versions 4.0.1 or higher for an access and distribution 
mechanism. Although the backplane is initiated with a 
browser 14/ the client applications are generally 
isolated from the browser in that they typically 
present their user interfaces in a separate frame, 
rather than sitting inside a Web page. 

The backplane architecture is iirip},emented 
with several primary classes. These classes include 
COBackPlane, COApp, COAppImpl, COParm. and COAppFrame 
classes. COBackPlane 12 is an application backplane 
which launches the applications 54a, 54b, typically 
implemented as COApp. COBackPlane 12 is generally 
implemented as a Java applet and is launched by the Web 
browser 14. This backplane applet is responsible for 
launching and closing the COApps. 

When the backplane is implemented as an 
applet, it overrides standard Applet methods initO, 
start (), stopO and run(). In the initO method, the 
backplane applet obtains a COUser user context object. 
The COUser object holds information such as user 
profile applications and their entitlements. The 
user's configuration and application entitlements 
provided in the COUser context are used to construct 
the application toolbar and Inbox applications. When 
an application toolbar icon is clicked, a particular 
COApp is launched by launchAppO method. The launched 
application then may use the backplane for inter - 
application communications, including retrieving Inbox 
data . 

The COBackPlane 12 includes methods for 
providing a reference to a particular COApp, for 
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interoperation. For example, the COBackPlane class 
provides a getAppO method which returns references to 
application objects by name. Once retrieved in this 
manner, the application object's public interface may 
be used directly. 

As shown in Figure 2, the aforesaid objects 
will communicate the data by establishing a secure TCP 
messaging session with one of the DMZ networkMCI 
- Interact Web servers 24- via an Internet- secure 

communications path 22 established, preferably, with a 
secure sockets SSL version of HTTPS. The DMZ 
networkMCI Interact Web servers 24 function to decrypt 
the client message, preferably via the SSL 
implementation, and unwrap the session key and verify 
the users session. After establishing that the request 
has come from a valid user and mapping the request to 
its associated session, the DMZ Web servers 24 will re- 
encrypt the request using symmetric encryption and 
forward it over a second socket connection 23 to the 
dispatch server 26 inside the enterprise Intranet. 

A networkMCI Interact session is designated 
by a logon, successful authentication, followed by use 
of server resources, and logoff. However, the world- 
wide web communications protocol uses HTTP, a stateless 
protocol, each HTTP request and reply is a separate 
TC^/IP connection, completely independent of all ' 
previous or future connections between the same server 
and client. The nMCI Interact system is implemented 
with a secure version of HTTP such as S-HTTP or HTTPS, 
and preferably utilizes the SSL implementation of 
HTTPS. The preferred embodiment uses SSL which 
provides a cipher spec message which provides server 
authentication during a session. The preferred 
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embodiment further associates a given HTTPS request 
with a logical session which is initiated and tracked 
by a "cookie jar server" 28 to generate a "cookie" 
which is a unique server -generated key that is sent to 
the client along with each reply to a HTTPS request. 
The client holds the cookie and returns it to the 
server as part of each subsequent HTTPS request. As 
desired, either the Web severs 24, the cookie jar 
server 28 or . the Dispatch Server 26, may ipaintaih the 
"cookie jar" to map these keys to the associated 
session. A separate cookie jar server 28, as 
illustrated in Figure 2 has been found desirable to 
minimize the load on the dispatch server 26. This form 
of session management also functions as an 
authentication of each HTTPS request, adding an 
additional level of security to the overall process. 

As illustrated in Figure 2, after one of the 
DMZ Web servers 24 decrypts and verifies the user 
session, it forwards the message through a firewall 25b 
over a TCP/IP connection 23 to the dispatch server 26 
on a new TCP socket while the original socket 22 from 
the browser is blocking, waiting for a response. The 
dispatch server 26 will unwrap an outer protocol layer 
of the message from the DMZ services cluster 24, and 
will reencrypt the message with symmetric encryption 
and forward the message to an appropriate application 
proxy via a third TCP/IP socket 27. While waiting for 
the proxy response all three of the sockets 22, 23, 27 
will be blocking on a receive. Specifically, once the 
message is decrypted, the wrappers are examined to 
reveal the user and the target middle- tier (Intranet 
application) service for the request. A first -level 
validation is performed, making sure that the user is 
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entitled to ■communicate with the desired service. The 
user's entitlements in this regard are fetched by the 
dispatch server 26 from a system administration 
("StarOE") server 49 at logon time and cached. 

If the requestor is authorized to communicate 
with the target service, the message is forwarded to 
the desired service's proxy. Each application proxy is 
an application specific daemon which resides on a 
specific Intranet server, shown in Figure "2 '^as a suite 
of mid- range servers 30. Each Intranet application 
server of suite 30 is generally responsible for 
providing a specific back-end service requested by the 
client, and, is additionally capable of requesting 
services from other Intranet application servers by 
communicating to the specific proxy associated with 
that other application server. Thus, an application 
server not only can offer its browser a client to 
server interface through the proxy, but also may offer 
all its services from its proxy to other application 
servers. In effect, the application servers requesting 
service are acting as clients to the application 
servers providing the service. Such mechanism 
increases the security of the overall system as well as 
reducing the number of interfaces. 

The network architecture of Figure 2 may also 
include a variety of application specific proxies 
having associated Intranet application servers 
including: a StarOE proxy for the StarOE application 
server 39 for handling authentication order 
entry/billing; an Inbox proxy for the Inbox application 
server 31, which functions as a container for completed 
reports, call detail data and marketing news messages, 
a Report Manager Proxy capable of communicating with a 
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system- specif ic Report Manager seirver 32 for 
generating, managing and scheduling the transmission of 
customized reports including, for example: call usage 
analysis information provided from the StarODS server 
33; network traffic analysis/monitor information 
provided from the Traffic view server 34; virtual data 
network alarms and performance reports provided by 
Broadband server 35; trouble tickets for switching, 
transmission, .and traffic faults provided by, Service 
Inquiry server 36; and toll free routing, information 
provided by Toll Free Network Manager server 37. 

As partially shown in Figure 2, it is 
understood that each Intranet server of suite 3 0 
communicates with one or several consolidated network 
databases which include each customer's network 
management information and data. In the present 
invention the Services Inquiry server 3 6 includes 
communication with MCI's Customer Service Management 
legacy platform 40(a). Such network management and 
customer network data is additionally accessible by 
authorized MCI management personnel. As shown in 
Figure 2, other legacy platforms 40(b), 40(c) and 40(d) 
may also communicate individually with the Intranet 
servers for servicing specific transactions initiated 
at the client browser. The illustrated legacy 
platforms 40 (a) - (d) are illustrative only and it" is 
understood other legacy platforms may be integrated 
into the network architecture illustrated in Figure 2 
through an intermediate midrange server 30. 

Each of the individual proxies may be 
maintained on the dispatch server 26, the related 
application server, or a separate proxy server situated 
between the dispatch server 26 and the midrange server 
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30. The relevant proxy waits for requests from an 
application client running on the customer's 
workstation 10 and then services the request, either by 
handling them internally or forwarding them to its 
associated Intranet application server 30. The proxies 
additionally receive appropriate responses back from an 
Intranet application server 30. Any data returned from 
the Intranet application server 3 0 is translated back 
- to client format, and returned over the internet to the 
client workstation 10 via the Dispatch Server 26 and at 
one of the web servers in the DMZ Services cluster 24 
and a secure sockets connection. When the resultant 
response header and trailing application specific data 
are sent back to the client browser from the proxy, the 
messages will cascade all the way back to the browser 
14 in real time, limited only by the transmission 
latency speed of the network. 

The networlcMCI Interact middle tier software 
includes a communications component offering three (3) 
types of data transport mechanisms: 1) Synchronous; 2) 
Asynchronous; and 3) Bulk transfer. Synchronous 
transaction is used for situations in which data will 
be returned by the application server 40 quickly. 
Thus, a single TCP connection will be made and kept 
open until the full response has been retrieved. 

^ Asynchronous transaction is supported 

generally for situations in which there may be a long 
delay in application server 40 response. Specifically, 
a proxy will accept a request from a customer or client 
10 via an SSL connection and then respond to the client 
10 with a unique identifier and close the socket 
connection. The client 10 may then poll repeatedly on 
a periodic basis until the response is ready. Each 
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poll will occur on a new socket connection to the 
proxy, and the proxy will either respond with the 
resultant data or, respond that the request is still in 
progress • This will reduce the nuinber of resource 
consuming TCP connections open at any time and permit a 
user to close their browser or disconnect a modem and 
return later to check for results. 

Bulk transfer is generally intended for large 
data transfers and are-unlimited in size. ... Bulk 
transfer permits cancellation during a transfer and 
allows the programmer to code resumption of a transfer 
at a later point in time. 

Figure 5 is a diagram depicting the physical 
networkMCI Interact system architecture 10. As shown 
in Figure 5, the system is divided into three major 
architectural divisions including: 1) the customer 
workstation 2 0 which include those mechanisms enabling 
customer connection to the Secure web servers 24; 2) a 
secure network area 17, known as the DeMilitarized Zone 
"DMZ" set aside on MCI premises double firewalled 
between both the public Internet 25 and the MCI 
Intranet to prevent potentially hostile customer 
attacks; and, 3) the MCI Intranet Midrange Servers 30 
and Legacy Mainframe Systems 40 which comprise the back 
en<J business logic applications. 

As illustrated in Figure 5, the present 
invention includes a double or complex firewall system 
that creates a "demilitarized zone" (DMZ) between two 
firewalls 25a, 25b. In the preferred embodiment, one 
of the firewalls 29 includes port specific filtering 
routers, which may only connect with a designated port 
on a dispatch server within the DMZ. The dispatch 
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server connects with an authentication server, and 
through a proxy firewall to the application servers. 
This ensures that even if a remote user ID and password 
are hijacked, the only access granted is to one of the 
web servers 24 or to intermediate data and privileges 
authorized for that user. Further, the hijacker may 
not directly connect to any enterprise server in the 
enterprise intranet, thus ensuring internal company 
' system security and integrity. Even with a stolen 
password, the hijacker may not connect to other ports, 
root directories or applications within the enterprise 
system. 

The DMZ acts as a double firewall for the 
enterprise intranet because the web servers located in 
the DMZ never store or compute actual customer 
sensitive data. The web servers only put the data into 
a form suitable for display by the customer's web 
browser. Since the DMZ web servers do not store 
customer data, there is a much smaller chance of any 
customer information being jeopardized in case of a 
security breach. 

As previously described, the customer access 
mechanism is a client workstation 20 employing a Web 
browser 14 for providing the access to the networkMCI 
Interact system via the public Internet 15. When a 
subscriber connects to the networkMCI Interact Web site 
by entering the appropriate URL, a secure TCP/IP 
communications link 2 2 is established to one of several 
Web servers 24 located inside a first firewall 29a in 
the DMZ 17. Preferably at least two web servers are 
provided for redundancy and fai lover capability. In 
the preferred embodiment of the invention, the system 
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employs SSL encryption so that communications in both 
directions between the subscriber and the networkMCI 
Interact system are secure. 

In the preferred embodiment, all DMZ Secure 
Web servers 24 are preferably DEC 4100 systems having 
Unix or NT-based operating systems for running services 
such as HTTPS, FTP, and Telnet over TCP/IP. The web 
servers may be interconnected by a fast Ethernet LAN 
running at 100 Mbit/sec or greater, preferably with the 
deployment of switches within the. Ethernet LANs for 
improved bandwidth utilization. One such switching 
unit included as part of the network architecture is a 
HydraWEB™ unit 45, manufactured by HydraWEB 
Technologies, Inc., which provides the DMZ with a 
virtual IP address so that subscriber HTTPS requests 
received over the Internet will always be received. 
The Hydraweb unit 45 implements a load balancing 
algorithm enabling intelligent packet routing and 
providing optimal reliability and performance by 
guaranteeing accessibility to the "most available" 
server. It particularly monitors all aspects of web 
server health from CPU usage, to memory utilization, to 
available swap space so that Internet/Intranet networks 
can increase their hit rate and reduce Web server 
management costs. In this manner, resource utilization 
is maximized and bandwidth (throughput) is improved. 
It should be understood that a redundant Hydraweb unit 
may be implemented in a Hot/Standby configuration with 
heartbeat messaging between the two units (not shown) . 
Moreover, the networkMCI Interact system architecture 
affords web server scaling, both in vertical and 
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horizontal directions . Additionally, the architecture 
is such that new secure web servers 24 may be easily 
added as customer requirements and usage increases. 
The use of the HydraWEB™ enables better load 
distribution when needed to match performance 
requirements . 

As shown in Figure 5, the most available Web 
server 24 receives subscriber HTTPS requests, for 
example, from the HydraWEB™ 45 over a connection 44a 
and generates the appropriate encrypted messages for 
routing the request to the appropriate MCI Intranet 
midrange web server over connection 44b, router 55 and 
connection 23. Via the Hydraweb unit 45, a TCP/IP 
connection 3 8 links the Secure Web server 24 with the 
MCI Intranet Dispatcher server 26. 

Further as shown in the DMZ 17 is a second 
real time monitor ("RTM") server 52 having its own 
connection to the public Internet via a TCP/IP 
connection 48. As described herein, this RTM server 
provides real-time session management for subscribers 
of the networkMCI Interact Real Time Monitoring system. 
At least one additional TCP/IP connection 48 links the 
RTM Web server 52 with the MCI Intranet Dispatcher 
sei^ver 26. 

With more particularity, as further shown in 
Figure 5, the networkMCI Interact physical architecture 
includes three routers: a first router 49 for routing 
encrypted messages from the Public Internet 15 to the 
HydraWeb 4 5 over a socket connection 44; a second 
router 55 for routing encrypted subscriber messages 
from a Secure Web server 24 to the Dispatcher server 26 

-26- 



SUBSTITUTE SHEET (RULE 26) 



wo 99/16198 



PCT/US98/20146 



located inside the second firewall 25b; and, a third 
router 65 for routing encrypted subscriber messages 
from the RTM Web server 52 to the Dispatcher server 26 
inside the second firewall. Although not shown, each 
of the routers 55, 65 may additionally route signals 
through a series of other routers before eventually 
being routed to vthe nMCI Interact Dispatcher server 26. 
In operation, each of the Secure servers 24 function to 
decrypt the client message, preferably via the SSL 
implementation, and unwrap the session key and verify 
the users session from the COUser object authenticated 
at Logon . 

After establishing that the request has come 
from a valid user and mapping the request to its 
associated session, the Secure Web servers 24 will re- 
encrypt the request using symmetric RSA encryption and 
forward it over a second secure socket connection 23 to 
the dispatch server 26 inside the enterprise Intranet. 

As described herein, the data architecture 
component of the networkMCI Interact reporting system 
is focused on the presentation of real time (un- priced) 
call detail data, such as provided by MCI's TrafficView 
Server 34, and priced call detail data and reports, 
such as provided by MCI's StarODS Server 33 in a 
variety of user selected formats. 

The Infrastructure component of the nMCI 
Reporting system includes means for providing secure 
communications regardless of the data content being 
communicated. The nMCI Interact system security 
infrastructure includes: 1) authentication, including 
the use of passwords and digital certificates; 2) 
public key encryption, such as employed by a secure 
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sockets layer (SSL) encryption protocol; 3) firewalls, 
such as described above with reference to the network 
architecture component; and 4) non- repudiation 
techniques to guarantee that a message originating from 
a source is the actual identified sender. One 
technique employed to combat repudiation includes use 
of an audit trail with electronically signed one-way 
message digests included with each transaction. 

Another component of the nMCI~ Interact 
infrastructure includes order entry, which is supported 
by the StarOE server 49. The general categories of 
features to be ordered include: 1) Priced Reporting; 2) 
Real-time reporting; 3) Priced Call Detail; 4) Real 
Time Call Detail; 5) Broadband SNMP Alarming; 6) 
Broadband Reports; 7) Inbound RTM; 8) Outbound RTM; 9) 
Toll Free Network Manager; and 10) Call Manager. The 
order entry functionality is extended to additionally 
support 11) Event Monitor; 12) Service Inquiry; 13) 
Outbound Network Manager; 14) Portfolio; and, 15) 
Client View. 

The Self -monitoring infrastructure component 
for nMCI Interact is the employment of mid- range 
servers that support SNMP alerts at the hardware level. 
In addition, all software processes must generate 
alerts based on process health, connectivity, and 
availability of resources (e.g., disk usage, CPU 
utilization, database availability) . 

The Metrics infrastructure component for nMCI 
Interact is the employment of means to monitor 
throughput and volumes at the Web servers, dispatcher 
server, application proxies and mid- range servers. 
Metrics monitoring helps in the determination of 
hardware and network growth. 
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To provide the areas of functionality 
described above, the client tier 10 is organized into a 
component architecture, with each component providing 
one of the areas of functionality. The client -tier 
software is organized into a "component" architecture 
supporting such applications as inbox fetch and inbox 
management, report viewer and report requestor, TFNM, 
Event Monitor, Broadband, Real-Time Monitor, and system 
administration applications. Further f unctipnality 
integrated into the software architecture includes 
applications such as Outbound Network Manager, Call 
Manager, Service Inquiry and Client View. The 
functionality of these applications are further 
enhanced by the adoption of: a CGI program interface to 
networkMCI Interact that allows HTML and CGI -based 
systems to access a subset of ISIMCI Interacts middle - 
tier services; a Java interface for non-NMCI Interacts 
Java applets; and, a Common Object Request Broker 
Architecture ("CORBA") interface to nMCI Interact which 
allows Web- enabled systems built in 0-*-+ and Smalltalk, 
etc. to use the middle tier services of the network. 
Implementation of these added systems includes the 
employment of digital signature/client certificates 
technology and Java objects, 

Particularly, the use of a distributed object 
technology such as provided by CORBA provides increased 
functionality. 

All reporting is provided through a Report 
Requestor GUI application interface which support 
spreadsheet, a variety of graph and chart type, or both 
simultaneously. For example, the spreadsheet 
presentation allows for sorting by any arbitrary set of 
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columns. The report viewer may also be launched from 
the inbox when a report is selected. 

A common database may be maintained to hold 
the common configuration data which can be used by the 
GUI applications and by the mid-range servers. Such 
common data will include but not be limited to: 
customer security profiles, billing hierarchies for 
each customer, general reference data (states, NPA's, 
Country codes), and cusi^omer specific pick-lists: e.g., 
ANI's, calling cards, etc.. An MCI Internet StarOE 
server will manage the data base for the common 
Configuration of data. 

Report management related data is also 
generated which includes 1) report profiles defining 
the types of reports that are available, fields for the 
reports, default sort options and customizations 
allowed; and 2) report requests defining customer 
specific report requests including report type, report 
name, scheduling criteria, and subtotal fields. This 
type of data will be resident in an Inbox server 
database and managed by the Inbox server. 

By associating each set of report data which 
is downloaded via the inbox with a small report 
description object, it is possible to present most 
reports without report- specif ic presentation code (the 
report - specif ic code is in the construction of the 
description object) . These description objects are 
referred to as "metadata," or "data about data." At 
one level, they function like the catalog in a 
relational database, describing each row of a result 
set returned from the middle tier as an ordered 
collection of columns. Each column has a data type, a 
name, and a desired display format, etc. Column 
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descriptive information will be stored in an object, 
and the entire result set will be described by a list 
of these objects, one for each column, to allow for a 
standard viewer to present the result set, with labeled 
columns. Nesting these descriptions within one another 
allows for breaks and subtotaling at an arbitrary 
number of levels. 

In the TrafficView System ("TVS") of the 
present invention,. the_.customer workstation ,10 is 
equipped with a Web browser for remotely requesting 
reports of unpriced call detail and statistical data 
and/or real time access to monitor the state of special 
service call networks from the traffic view server 34, 
as shown in Figure 2. This report request process will 
be described with respect to Figure 6 which is a high- 
level description of the TVS system 100 integrated 
within the nMCI Interact architecture 200. 

With greater particularity, an overall view 
of the TVS system 100 of the present invention is 
discussed with reference to Fig. 6. As shown in Fig. 
6, the architecture basically starts with a plurality 
of switching means, such as a number of switches 
represented by switch 102, in the telecommunications 
network. Associated with each switch, for example, 
switch 102, is an Adjunct Processor (AP) 104. One of 
the main functions of the AP is to perform billing. 
For each call routed through switch 102, AP 104 
generates a Call Detail Record (CDR) . The CDR is 
routed to an Operator Services System (OSS) network 
106, which otherwise may be referred to as a X. 25 
network. Network 106 in turn is connected to a series 
of processors commonly referred to as Central 
Retransmitters (CR) 108. The outputs of the respective 
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CRs 108 are provided to a Fiber Distributed Data 
Interface (FDDI) ring 110. The output of FDDI ring 110 
in turn is connected to a MCI Traffic Statistics (MTS) 
system 112, which is situated in a platform to which 
another system, namely a DAP Traffic Statistics (DTS) , 
may also reside. 

DAP refers to a data access point such as DAP 
114 shown in the dotted box of Fig. 6. In particular, 
- DAP 114 is a processor— system that provider -routing 
information to switch 102. In addition, DAP 114 also 
provides information to the MTS (or the combination 
DTS/MTS system) for the traffic statistics monitoring 
mentioned in the background of the invention section, 
supra. A more detailed discussion of a DAP and the DTS 
is given in the aforenoted issued U.S. Patent 
Application No. 5,537,611 assigned to the same assignee 
as the present invention, and whose disclosure is 
incorporated by reference herein* For the instant 
invention, it suffices to note that the platform to 
which both DTS and MTS reside is referred to only as 
the MTS system 112. 

MTS system 112 is a system for counting the 
number of calls through the various switches. For the 
telecommunications network of the instant invention, 
calls are understood to be special service calls 
including but not limited to 800/8xx, 900 and "Vhet . " 
For the discussion of Fig. 6, it is assumed that MTS 
system 112 counts only 800/900 calls, or traffic. 

On a periodic basis, MTS system 112 provides 
statistics data, also referred to as rolled up 
statistics, via line 115 to a TrafficView system (TVS) 
116. As shown, MTS system 112 also receives orders, 
via line 118, from TVS system 116. For the embodiment 
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of Fig. 6, rolled up statistics are output from MTS 
system 112 to TVS system 116 at predetermined time 
intervals such as every 60 minutes ♦ It should however 
be understood that the time intervals in which 
statistics are rolled up from MTS system 112 to TVS 
system 116 may be varied. Such periodic rolling up of 
statistics enables the system to provide periodic 
outputs to subscribers who request only periodic 
reports. In instances where a subscriber requests the 
real time option, the statistics are rolled up from MTS 
system 112 to TVS system 116 in real time so that a 
subscriber can access TVS system 116 to monitor in real 
time the operation of the network via the public 
Internet via second RTM server 52 (Figure 2) . 

The process by which rolled up statistics are 
periodically provided from MTS system 112 to TVS system 
116 basically occurs as follows. For a given time 
period, for example every hour, statistics for 
customers (subscribers) who have subscribed to the 
service of the present invention system are accumulated 
and a customer rolled up peg count message is produced. 
For the embodiment of Fig. 6, the accumulations are for 
hourly intervals, with the understanding that future 
intervals may be set to any time period, for example 20 
minute increments. A MTS stats compiler (to be 
diccussed with reference to Fig. 8) writes the customer 
peg count messages into a "TRAFFICVIEW" server queue. 
In the case of real time transfer of statistics from 
MTS system 112 to TVS system 116, the MTS stats 
compiler writes the customer peg count message directly 
to TVS system 116, which may be partitioned into two 
portions, one for receiving the rolled up statistics 
that are fed periodically while the other for receiving 
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in real time the data from MTS system 112, Real time 
access is gained through the RTM system 117, as will be 
described. 

For the Fig. 6 embodiment, for example, 
rolled up statistics corresponding to an 800 number for 
a given subscriber may include the following data: 
that 500 call attempts were made to that 800 number of 
the subscriber, that 400 of those calls were completed, 
- 50 were not completed ^incompletes) and 50- of those 
calls were blocked. Additional rolled up statistics 
data may include the destination terminations and the 
originating Numbering Plan Area (NPA) of the calls. 
These statistics are stored as records in the TVS 
system 116. 

In further view of Fig. 6, the TVS system 116 
comprises a number of processors represented for 
example by a main frame host system 119. Connected to 
processor system 119 is a storage means, for example a 
database system 120 which comprises a plurality of 
memory disks or other storage mechanisms. A more 
detailed discussion of the hardware components of TVS 
system 116 and its database system is given, infra. 

As further shown in Figure 6, there are a 
number of systems communicatively coupled to TVS system 
116. In particular, connected to TVS system 116 to 
reieive its outputs, e.g., reports, via line 122", is a 
first data distribution system, referred to as "MCI 
MAIL" host 124. Mail host system 124 is a proprietary 
system of the MCI Communications Corporation (MCI) and 
is capable of sending out E-Mails, via line 126, to a 
conventional PC equipped with a modem and appropriate 
communications software. Mail host 124 may further 
distribute reports, or data files, from TVS system 116 
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to a fax machine (not shown) or as a hard copy message, 
to a printer (not shovm) . 

Further, in accordance with the invention 
there is provided a TCP/IP connection 125 for 
connecting the TVS system 116 with nMCI Interact' s 
web/Internet based reporting system, referred to herein 
as StarWRS system 3 00, for providing customers with 
their priced and unpriced telecommunications call 
detail data reports, as will be described „.in further 
detail herein with regard to Figure 7. 

Another TCP/IP connection 123 from the RTM 
process system 117 of the TVS system 116, to the RTM 
web server 52 to provide for the real time traffic 
monitoring capability via the Internet. Thus, the 
various subscribers to the RTM service, represented by 
customer workstation 10 equipped with a Web browser, 
can monitor in real time, or substantially real time, 
the operation of the network as it relates to the calls 
directed to that subscriber's special service call 
number (s) . Thus, instead of viewing a past event, 
using the RTM system 117, a subscriber may retrieve web 
pages comprising real time data and statistics that 
present an ongoing picture relating to any, or all, of 
his special service call numbers. For example, the 
subscriber can see in real time how many calls are 
being attempted minute by minute, how many calls" are 
being allowed through the network, how many calls are 
incompletes, how many calls are blocked, etc. This 
ability to monitor the operation of the network gives 
the subscriber the ability to decide in real time the 
specific actions that need to be taken. For instance, 
if there is an abnormal number of incompletes for a 
given period, the subscriber can look at the specific 
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call records^ that made up those incomplete calls. If 
needed, the subscriber can request the management of 
the network to restructure the network so as to reroute 
the incoming calls of the subscriber to different 
locations where they may better be handled. The 
different modules of the RTM system are shown and 
described herein with reference to Fig. 13. 

Also connected to TVS server 116 is a Calling 
- Area Database (CADB) 13^ which periodically provides 
TVS, and, more specifically, database 120 of TVS system 
116, mapping data to correlate NPAs to the different 
states and localities within the states, and country 
codes to the different countries for further adding 
call details for the CDRs, 

Also shown connected to TVS system 116 is a 
Circuit Order Management System (COMS) 140 whose 
function, for the Fig. 1 embodiment, is to provide a 
file of maps of the service locations, and the ncodes 
to switches, trunks, or regular telephone numbers. 

Further connected to TVS system 116 is a 
Corporate Order Entry (CORE) system 142 which receives 
its input from subscribers via a CORE system data entry 
system such as a workstation or PC 144. In particular, 
a subscriber can input instructions to CORE system 142 
which in turn inputs the instructions as order entries 
via line 146 to TVS system 116. Some of the data 
provided by the subscribers to CORE system 142 may 
include the type of reports the subscribers like to 
receive, the number of reports the subscribers want, 
the frequency and how the reports should be sent, and 
where the reports should be delivered to. With respect 
to one method in which reports may be delivered, the 
CORE system 142 sends instructions to a "MCI MAIL" 
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order entry ' system 14 8, which in turn forwards the 
instructions to mail host system 124. Consequently, a 
subscriber may receive data or reports in a E-Mail 
format from the TVS system 116. The order entry 
function may be performed by a StarOE server 26, as 
will be described in greater detail herein. 

The transmission of data between APs, such as 
AP 104, and MTS system 112 is described with reference 
to Fig. 8. As shown in Figure 8, 800 jand, 9P0 CDRs are 
collected from APs 104 and routed to central 
retransmitters 108, which are protocol conversion 
processors. In essence, CRs 108 convert the data from 
APs 104, which are VAX OSI Transport System (VOTS) 
messages that are delivered on the X.25 network, into a 
multi-cast M messages. (OSI is Open System 
Interconnection) . 

The MTS system 112 collects CDRs from all 
APs. The CDRs are collected and buffered at each AP, 
and sent to MTS system 112 using the OSI class 4 
Transport Service (OSI TP4) . The CDRs (per buffer) are 
received at MTS system 112 by a process called the AP 
OSI communication manager, or AP OSI CM. The AP OSI CM 
process is responsible for communication between MTS 
system 112 and the APs. This process runs 
simultaneously on all of the processors (to be 
discussed subsequently) of MTS system 112 where -each CM 
receives CDRs from a specific number of APs over OSI 
transport connections on the OSS NET. This involves 
establishing and maintaining sessions to receive 
800/900 number CDRs from the APs. As each CDR buffer 
is received from the APs, it is forwarded to the 
application being run on the processors of MTS system 
112. This is done by transferring each buffer (of 
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CDRs) to an Ethernet transmit process, also running on 
the MTS communication servers. The Ethernet transmit 
process then uses the Ethernet multi-cast protocol to 
send the buffer to the application running in MTS 
system 112. 

In terms of the external interfaces, the AP 
OSI CM process receives CDR messages from the APs by 
establishing a transport connection via the Packet Net 
- System Interface (PSI) , "which is used to establish 
Shared Virtual Circuits (SVCs) over the OSSI NET 106, 
The CM interfaces to the Ethernet transmit process over 
a Virtual Memory System (VMS) mailbox where the CM puts 
the AP CDR message to be multi-casted on the MTS Ian. 
The AP OSI CM maintains a VMS global section where 
various statuses and performance statistics are kept 
and updated. 

Each AP, as was discussed earlier, is 
collocated with a switch 102. The AP receives all CDRs 
generated by switch 102. The records generated by a 
switch can be in many different categories: for example 
Call Detail Records (CDRs) , Private Network Records 
(PNRs) , Operator Services Records (OSRs) , Private 
Network Operator Services Records (POSRs) , and Switch 
Event Records (SCRs) . For the understanding of the 
instant invention as exemplified by the embodiment of 
Fig^. 6, the only records that are forwarded to MTS 
system 112 by each AP 104 are the originating switch 
800 and 900 CDRs. A filtering algorithm is employed at 
each AP for filtering the appropriate CDRs. 

In sum. Transport Service Data Units (TSDUs) 
are received by the AP OSI CM. Each of the TSDUs 
includes CDRs from the AP in a format whereby it 
includes a AP MTS header which may be for example 16 
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bytes long. ' The AP MTS header may include a switch ID 
identifying the switch where the CDR is from, the CDR 
count and a filler for filling unused bytes. The AP 
MTS header is followed by up to 23 CDRs, each of which 
is 64 bytes long. These multi-cast 800 and 900 CDRs 
are forwarded by CRs 108 to FDDI ring 110. 

The process performed by FDDI 110 is as 
follows. The FDDI 110 receives the CDRs for MTS 112, 
and buffers Application Data Field (ADF) message pairs, 
fraud messages and call detail records from the CRs 
108. These CDR messages are put in a queue 152 for the 
MTS peg counter 154. The CDRs from queue 152 are then 
forwarded to a MTS peg counter 154 in MTS system 112. 
The outputs from MTS peg counter 154 are provided to a 
MTS customer service database 160 and also MTS peg 
counts buffer 156. The process under which MTS peg 
counter 154 operates is as follows: 

First, the MTS peg counter enhances the call 
detail record by performing data look-ups on the 
feature group C, virtual trunk, direct termination 
overflow and international SAC databases. For the 
received call records, the MTS peg counter does a 
database look-up using the pre- translated dialed digits 
as the key. The look-up will yield the virtual memory 
address of the necessary peg count storage areas for 
e^ch 800 number, and a list of counting services to 
provide for the CDR. There is a linked list header for 
each possible kind of peg count that an 80 0 number can 
have^ 

MTS peg counts are stored as a virtual memory 
address of a linked list header. There are two linked 
list headers per 800 number and peg count type one 
for current peg count statistics and the other for the 
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inactive peg count statistics reporting by an MTS 
statistics compiler 158. Actual peg counts are stored 
in linked lists, indexed by hour. Call record time 
points are normalized to Universal Coordinated Time 
(UCT) based on the switch/AP time. Because of the call 
record transfer delay between the switch, AP and MTS, 
MTS needs to store peg counts for multiple hourly 
intervals for each 800 number. Hourly intervals are 
- sorted in reverse chronological order to expedite peg 
count storage searches. The peg counter continues to 
store peg counts for each hourly interval for a 
configurable interval after the reporting interval. 
Assuming the initial setting to this configurable 
interval is 10 minutes, the MTS peg counter continues 
to store peg counts for each hourly interval unit 10 
minutes after the reporting interval is over. 

Dynamic allocation is done by the MTS peg 
counter with a "Doggie Bag" for temporary storage of 
incoming call records that require a database update 
before processing. When an 800 number or a termination 
is not found, the call record is stored in the MTS 
Doggie Bag, The MTS peg counter requests the database 
lock, with asynchronous notification through an AST 
routine. When the lock is granted the AST routine sets 
a flag indicating the lock is granted. After each 
buffer of incoming call records have been processed, 
the MTS peg counter makes the necessary database 
updates, then processes the record normally, bumping up 
the appropriate 800 number peg counts, 

MTS total call counts provide a summary of 
total minutes and call completions broken down by the 
800 number. These counts can be rolled up to TVS 
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system 116 to provide total minutes and the call 
completion ratio by customer ID. Total counts include: 

Total Completions 
5 * Total Call Duration 

Total Attempts 

Total Switch Controlled Calls (No Action 
Code Received) 

10 • Total NCS Blocked (Action Code 3 0 Received) 

Total NCS Rejected (NCS Failure Action Code 
Received) " " - 

Total Network Blocked (All Routes Busy) 
15 • Total Supp Code Blocked 

Total Out of Band Blocked 

The call completion ratio can be determined 
for a given 800 number and rolled up under the 
20 customer ID to provide call completion statistics, and 

total call minutes on a customer by customer basis, 

800 Call Completion Ratio = Conipletions 

Attempts - (Switch Controls + NCS 
25 Blocks + NCS Failures + ARBs) 

MTS NPA counts are compiled and stored 
hourly as a block of 160 NPAs . The NPA counts 



30 



include: 



Originating NPA 
Total Attempts per NPA 
• ^ Total Completed Calls per NPA 

Total Calls Not Delivered (Blocked) per NPA 
35 • Total Attempts for International 

Originations 

Total Completed Calls for International 
Originations 

Total Calls Not Delivered (Blocked) for 
40 International Originations 
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MTS NPA-NXX counts are compiled and stored 
hourly as a block of 160 NPAs with their associated 
NXXs. The NPA-NXX counts include: 

5 • Attempts from International Originations 

For each Originating NPA. . . 
Attempts for each unknown NXX (for FG-C 
Originations) 

For each NXX of Origination 
10 Attempts from that NXX 

MTS counts for an 800 number are broken down 
by termination and compiled hourly. Call statistics 
for terminations include: 

15 

Termination Type 
Termination Address 
Total Completions 
Total Call Duration 
20 ' Call Disposition 

Call dispositions indicate the cause of an 
incomplete call. Terminating call dispositions 
include: 

25 • Total Short Calls. Short calls are calls 

lasting less than 4 switch ticks with no 
answer detected. This typically indicates a 
busy condition. (Each Switch tick is 
presumed to be 3 seconds) . 

30 

Total Didn't Wait. Didn't Wait calls are 
^ calls lasting from 4 through 8 switch ticks 

with no answer detected. This typically 
indicates a call is not answered within 4 
35 ringing cycles. 

Total Didn't Answer. Didn't Answer calls 
are calls lasting beyond 8 switch ticks with 
no answer detected. This typically 
40 indicates a call is not answered within 6 

ringing cycles. 
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Every hour, the MTS peg counter wakes up 
MTS statistics compiler 158, which then performs 
sequential traversal of MTS customer service 
database 160 to generate statistics for every 800 
number. The MTS service type (a field in the MTS 
customer service record) informs the statistics 
compiler which statistics are being kept for this 
800 number (i.e. 800 totals, termination counts, NPA 
counts, NPA-NXX CountsL. A data driven MTS, 
statistics compiler records the services a 
particular 800 number is registered for; including 
reporting interval (hourly) , statistics destination 
(MTS server) , priority (real time, non-real time) , 
and time offset (usually zero) for statistics 
delivery. 

MTS statistics compiler 158 reads MTS 
customer service database 160 in priority order, so 
statistics are processed for all real time 800 
numbers first, followed by statistics for the non- 
real time 800 numbers. The priority feature allows 
MCI 800 "TRAFFICVIEW" subscribers who are signed up 
for hourly data to gather their data first, while 
subscribers who only want daily, weekly or monthly 
reports from the TV server of TVS system 116 will 
get their data later. The TVS system may also be 
referred to as "TARS" (Traffic Analysis Reporting 
System) server. 

For each 800 number found in the MTS 
customer service database 160, MTS statistics 
compiler 158 finds the matching peg counts in memory 
and constructs an "MTS Peg Counts Message for an 
800/900 Number." A MTS send out routine is invoked 
to send each message to TVS system 116. 
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10 



The "MTS Peg Counts Message for an 800/900. 
Ntunber" comprises a fixed message part and a 
variable number of optional parameters. The fixed 
message part identifies the 800/900 number for which 
the statistics are being reported, the time interval 
the statistics are from and other key information. 
The optional parameters that are reported for a 
given 800 number depend upon the service identified 
for the 800 number in -MTS database 160 The 
following table identifies the service types and 
their corresponding optional parameters: 



15 



Seirvice Type 

Optional Parameters in B>1 Message 



1, Total Service 



EF - MTS Totals Counts 



20 



2. Termination Service EF - MTS Totals Counts 

EC - MTS Counts by 
Termination 



25 



30 



3 . Standard Service 



EF - MTS Totals Counts 

EE - MTS Counts by NPA 

EC - MTS Counts by 
Termination 



4. Demographic Service EF - MTS Totals Counts 



EE - MTS Counts by NPA 



35 



ED - MTS Counts by NPA-NXX 



•44- 



SUBSTTTUTE SHEET (RULE 26) 



ISDOCID:<WO 9916198A1 I > 



EC - MTS Counts by 
Termination 

MTS statistics compiler 158 does not begin 
reporting on an hour until a configurable interval 
(default 5 minutes) after the hour. As each 
statistics message for a given hour is constructed 
and sent, MTS statistics compiler 158 frees any 
memory used to hold peg: counts for the .curx^nt 
800/900 number. This memory is returned to a common 
pool of free memory, available for use by the peg 
counter as needed. 

After sending all of the required 
statistics messages for a given hour, MTS statistics 
compiler 158 sends an "MTS Switch/AP Report Status 
Checkpoint Message" to the server. This message 
serves two purposes: (1) it informs TVS system 116 
that all messages for an interval have been sent; 
and (2) it shows the TVS system 116 how accurate the 
800/900 number data it received is, by showing how 
far behind each Switch/AP is in sending statistics 
messages to the MTS. 

Ideally, the "Last Call Record Disconnect" 
time point for each Switch/AP is sent after the end 
time of the hourly interval . That means that the 
Switch/AP is keeping up with traffic levels, but- 
does not necessarily mean that the data reported for 
an 800 number is entirely complete. There is still 
the possibility that long duration calls have not 
disconnected, and therefore will not be reported 
until the next hour. 

Also after generating the 800 number 
statistics messages, MTS statistics compiler 158 
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generates an "MTS Network Statistics Message." This 
message is not sent to TVS system 116 but is only- 
written to the test files or the test multi-cast 
address. The message is useful for network 
management purposes, for gauging traffic levels 
throughout the day and for determining the 
transition mix at intelligent network platforms such 
as Network Control System (NCS) . 

After all statistics messages are - 
generated for an hour, MTS statistics compiler 158 
hibernates, waiting to be awakened again by the MTS 
peg counter 154 for the next hour. Note that 
although "hourly interval" has been described as the 
basis on which MTS statistics compiler 158 runs, in 
actuality, the interval is completely configurable 
to be any reasonable time period. In fact, the 
interval for MTS statistics compiler 158 may be set 
to five minute intervals such that statistics 
messages are generated every five minutes and 
forwarded to MTS system 112, By shortening the 
"interval" to such a short time period, the 
statistics provided to TVS system 116, and therefore 
to RTM system 117 (Figure 6) through which a 
subscriber can log on, becomes substantially in real 
time. For those subscribers who continue to want 
only periodic reports or updates, the five minute 
interval statistics can be summed to achieve the 
desired duration. For example, if a subscriber only 
wants hourly updates, statistics for 12 consecutive 
five minute intervals are summed to provide the 
hourly updates . 

Fig. 9 provides a more comprehensive view 
of the different operations of MTS system 112, and 

-46- 



SUBSmUTE SHEET (RULE 26) 



the relation of those operations to the exchange of 
information between MTS system 112 and TVS system 
116. In particular, as shown in Fig. 9, the hourly 
peg counts, stored in buffer 162 from MTS statistics 
compiler 158, are monitored in Monitor AP Traffic 
process 164. Process 164 is responsible for sending 
alarms to the Network Management Interface (NMI) and 
the Local Support Element (LSE) whenever an AP fails 
to send messages to MTJS system 112 within„.a,pre- 
configured time period. For the embodiment of this 
invention, the time period is assumed to have a 
default setting of 5 minutes. This process 
continues to send alarms every 5 minutes as long as 
no messages are received from an AP, Also with 
respect to the instant embodiment, the first two 
alarm messages are assumed to be sent as warnings. 
Further assume the third alarm message is sent to 
indicate that there is in fact an error. 

Data is exchanged from MTS database 160 to 
a Transaction Processing Library (TPL) 166. The TPL 
166 is a centralized, table driven set of software 
routines that are callable by any process for 
modifying or searching through its associated memory 
or disk database 168. TPL 166 is called through a 
TPL interface by the MTS administration processes. 
The MTS Statistics compiler 158 and peg counter 154 
call hash routines directly to perform database 
searches. All other functions performed by those 
processes and all of the other processes access TPL 
166 directly through a TPL controller. The TPL 166 
also allows a transaction to back out from the 
database when any part of the transaction fails. 
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with respect to MTS system 112, TPL 166 

maintains these databases: 

Customer Definition, 
Monitored Customer, 
Termination by 800/900 number. 
Termination counts by originating 
NPA, 

MTS Customer Service, 

MTS 800 Service Types, 

MTS Network Service Types, 

MTS Destinations, 

MTS Network Service. ' " ' 



TLP 166 maintains these lists: 



Real time customer list; and 
Non-real time customer list. 

TPL 166 maintains these arrays: 



Switch /ARU Array 

DAP Transaction Server Array 

NPA/Location descriptions 

TPL 166 maintains MTS control block. 



For MTS system 112, among other functions, TPL 166 
supports the following: 



Add an 800/900 number 

Delete an 800/9 00 number 

Search the Customer Definition file 

for a record 

Add a termination to an 800/900 
number 

Delete a termination for an 800/900 
number 

Search the "Termination of an 800/900 
number" file for a record 
Update a "Termination of an 800/900 
number" record 
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10 



15 



20 



25 



30 



35 



40 



Add a switch/ARU 

Delete a switch/ARU 

Add a transaction server 

Delete a transaction server 

Initialize TPL 

Search the Termination by 800/900 
nimber file (TRMNOO) 
Update an NPA 
Update a switch 
Search for a switch 

Update the MTS control block settings 

Update an MTS monitored 800/900 

number— - 

Search for an MTS monitored 800/900 

number 

Add an MTS feature group C record 
Delete an MTS feature group C record 
Search for an MTS feature group C 
record 



In addition to corresponding with MTS 
database 160 and its associated disk database 168, 
TPL 166 also corresponds with an order entry 
process, such as that represented by line 146 (Fig. 
6) performed by CORE system 142. Specifically, 
order entry process 146 is responsible for taking 
MTS transactions received from the TVS system 116, 
and applying the appropriate updates to MTS database 
120. As shown in Fig. 9, the TVS transactions are 
received from the TVS server process 17 0 via a TVS 
server output queue 172. The order entry process 
14 6 then invokes an application from TPL 166 to 
execute the transaction. A response is received 
from TPL 166 and a MTS transaction response message 
is constructed and sent back to TVS server interface 
170 via a TVS server input queue 174. 

The MTS/TVS server interface process 170 
is responsible for detecting link outages between 
the MTS system 112 and the MTS server. Upon link 
failure, MTS server interface 17 0 archives MTS 
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Statistics messages in a safe stored queue. The 
archive messages are sent in a First In First Out 
(FIFO) order when the link resumes normal operation. 

If failover occurs during statistics 
compilation on a primary MTS node, MTS/TVS server 
interface process 170 begins to read messages from 
MTS statistics compiler 158 and send the messages to 
MTS system 112. If failover occurs when statistics 
-compilation is completer there should be' litt'le or 
no data in the MTS/TVS searver queue for MTS server 
interface process 170 to read. 

The MTS/TVS server interface 170 also is 
responsible for receiving MTS transaction messages 
from the server in MTS system 112. Incoming MTS 
transaction messages are placed in TVS server output 
queue 172 for the order entry process 146 to read 
and process . 

Further with respect to Fig. 9, note that 
the TVS server input queue 174 has provided as one 
of its inputs MTS statistics messages from a MTS 
send out process 176. The MTS send out process 176 
is a central routine that sends out all MTS output 
messages. MTS send out process 176 is able to send 
messages to the TVS server, multi-cast to a MTS 
display subsystem (not shown) and to MTS test output 
files 178. Moreover, as was mentioned previously, 
any failover messages are sent via MTS send out 
process 176 to a MTS failover queue 180. 

The different types of MTS statistics are 
listed hereinbelow. 

MTS incoming statistics: 

-50- 



SUBSTUUTE SHEET (RULE 26) 



Th6 number of call detail records received 
broken down by, message type, messages 
with invalid transaction IDs, and counts 
of the message buffers that are dropped. 
(Each buffer has a sequence number. When 
a buffer is received out of sequence this 
count is incremented) 
Total current MTS TPS, 
MTS Monitored 800/900 numbers TPS, 
Peak MTS TPS since monitoring was 
initiated, 

A real time bar graph showing the current 
MTS TPS, ~ and- ... , 

A count of the number of TVS server 
transactions received, a count of how many 
of them caused failure responses, and a 
count of how many of them caused success 
responses . 

MTS system statistics: 



Total current MTS TPS; 

MTS monitored number TPS; 

Output messages sent to TVS server; 

Output messages sent to NMI; 

Number of MTS monitored numbers broken 

down by service subscription: 

800 totals counts 

800 termination counts 

800 NPA counts 

8 00 NPA/NXX counts 
How much memory has been allocated, used, 
and is available for each of the 
databases, files and peg count areas. 

MTJS outgoing statistics: 



Output configuration : 

800 number and termination dynamic 
allocation flag 

Termination dynamic allocation only 
flag 

Send output to TVS server 

Send output to MDS 

Send output to test output file 
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Send output to remaining 5 
alternate destinations 

Output to the TVS server broken down by 
message type. 

Dynamic allocation alarms broken down by 
database type* 



MTS current peg counts : 



Monitored 800/900 numbers 

Termination for a specific 800/900 number 
NXX counts for a specific 800/900 number 
AP Statistics counts 
Network statistics counts 



With reference to Fig, 10, the operation 
of TVS system 116, as represented by its TVS server, 
is discussed. As shown, TVS server 116 interfaces 
with a number of systems, among which include MTS 
system 112. The interfacing between MTS system 112 
and TVS server 116 is of import, and a discussion 
thereof is given hereinafter. 

In particular, the MTS and TVS systems, 
more specifically their respective servers, exchange 
information via a pair of communications managers 
(CM) . These are the MTS send CM and TVS receive CM. 
The "processes performed by the two communications 
managers implement a client/server arrangement 
between the MTS and the TVS systems. Together, the 
two communications managers (processes) provide a 
bidirectional data transfer path between the MTS and 
TVS systems. Each CM has an input and output queue. 
A message written to the input queue of one CM is 
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transmitted to the other CM and placed in that CM*s 
output queue* 

The MTS send CM accesses the client in the 
client/server arrangement, as it is responsible for 
establishing a transport connection between the two 
processes. The TVS receive CM acts as the server, 
as it accepts transport connections from one or more 
MTS send CM clients. 

The communication mechanism between the 
MTS and TVS systems is via an OSI class 4 (or OSI 
TP4) , an error detection and recovery transport 
server that provides reliable full -duplex, 
connection oriented data transfer between OSI- 
compliant systems. For the connection, VLTS is 
used. 

There are two data flows between the two 
systems, namely a call completion statistics and 
call detail data flow from the MTS to TVS system, 
and administrative control messages flow from the 
TVS to MTS system. The call completion statistics 
messages and call detail messages make up the, great 
bulk of the traffic. Since there is a large volume 
of call statistics and call detail to be quickly 
transferred and the destination queue on the TVS 
system is of finite size, a sliding window protocol 
id used on top of the transport layer to allow rapid 
data transfer and to avoid overfilling the output 
queue of the TVS server. The administrative control 
message volume and timing requirements are such that 
a windowing mechanism is not employed from the TVS 
CM to the MTS CM. 

Thus, the MTS send CM functions as 

follows : 
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10 



15 



30 



1. : A transport connection is established 

to the TVS receive CM. 

2 . An asynchronous read is posted on the 
transport connection . 

3. A series of ' asynchronous reads, 
determined by the window size, is 
posted on~the input queue; - - 

4. When a message is placed in the input 
queue, it is removed from the queue 
and written to the transport 
connection. 



5. VThen an acknowledgment message is 
received from the TVS receive CM over 
the transport connection, another 
read is posted to the input queue and 

20 the read is reposted to the transport 

connection. 

6 . When an order entry message is 
received from the TVS receive CM, it 

25 is placed in the output queue and 

^ another read is posted on the 

transport connection . 



The TVS receive CM functions as follows: 

1 . The receive CM accepts a transport 
connection from the send CM, and 
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' posts an asynchronous read to the 
connection. 

2. An asynchronous read is posted to the 
input queue. 

3 . Messages are read from the transport 
connection, placed in the output 
queue, --^nd an acknowledgement message 
is written back to the transport 
connection. 

4. Messages are read from the input 
queue and written to the transport 
connection. 

Both CMS keep link status information and 
transaction peg counts in a global section. A 
monitor program is supplied with each CM to map to 
this global section and display the status and 
transaction information . 

As shown in Figure 10, the server of MTS 
system 112 sends a plurality of MTS messages to the 
server of TVS system 116 via the MTS Message line 
182. Specifically, for the instant embodiment, the 
MTS server provides 800/900 call dispositions and 
call detail statistics to the TVS server. The 
following are the type of call dispositions sent: 
total short calls (including busy calls) , total did 
not wait calls, and total did not answer calls. The 
following call detail statistics are extracted from 
the switch call record information elements : total 
completions (answered calls) , total call duration 
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(call minutes), total attempts, totals by 
terminating address, totals by NPA, totals by NPA- 
ISrXX, total switch controlled blocks, total network 
block calls. 

The following noninclusive information for 
Enhanced Call Detail Records (ECDR) are also sent 
from the MTS system 112 to TVS system 116 in a 
steady stream: dialed number, calling number, 
- output digits, originating switch, originat-ing 
trunk, call origination time (TPl) , connect time 
(TP3) , answer time (TP6) , disconnect time (DP7) , 
call duration, ring duration, originating MPA, 
disposition, intended termination type/address, 
actual termination type/address , corporate ID, 
origination country code, originating port ID. In 
addition to providing call details to TVS system 
116, MTS system 112 also sends messages to TVS 
system 116 via line 182. Some of these messages may 
include a message that the system is falling over 
from one node to another. It could also be a 
response message to an order entry message that was 
sent to the TVS system 116 by CORE system 142. It 
could further be a check point message sent at the 
end of every hour after the MTS server has sent all 
of the* statistics, and that those statistics are 
indeed all of the statistics to be received from the 
past hour. 

A second link connecting MTS system 112 
and TVS system 116 is a MTS order entry message 
line, designated 184. This is when the TVS system 
has received an order from CORE system 142, and the 
TVS server has to send a message to the MTS server 
to instruct MTS system 112 to gather the data 
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required, for example, for a specific 800 number. 
In other words, the message from the TVS server 
requests the MTS server to capture data for the 
specific 800 number at a specific level, of which 
there are four for the instant invention. 

The first level is a capture statistics 
only level which provides information on call 
attempts. It is a summary information level that 
indicates, for. example, ^that there are thesje jnany 
calls, these many calls were completed, these many 
calls were incomplete calls, and these many calls 
were blocked. The second level provides all of the 
information provided in the first level, and 
information relating to the terminations where the 
completed calls went. The third level is a 
combination of the first and second levels and the 
addition of the originating NPA. The fourth level 
includes the information of all of the first to 
third levels plus the NXX (exchange code) for 
origination . 

A third link 186 that connects the MTS 
server to the TVS server is the MTS fallover 
response message line. This is the connection used 
by the MTS system 112 to inform TVS system 116 that 
there has been a fallover from a first processor of 
MTS^system 112 to its backup processor. In essence, 
MTS system 112 in actuality comprises two processors 
that are mirror images of each other. Thus, if one 
of the processors breaks down, the other processor 
takes over. Link 186 provides an indication from 
the MTS system 112 to the TVS system 116 that the 
backup system has taken over. 
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Also communicating with the TVS server is 
the mail host 124 • As was discussed previously, 
mail host 124 in essence is a system through which 
the reports from TVS system 16 may be sent to the 
different subscribers, e.g,, via E-Mail, fax or as 
hard copies* A request for mail is sent by mail 
host 124 to the TVS server via line 188. 

The Circuit Availability Database (CADB) 
-138 is additionally connected to the TVS" server by 
means of line 192. In essence, CADB 138 provides 
the TV server a file on a periodic basis that 
includes information which allows the TV server to 
map the NPAs to states, NPNX to cities and other 
localities within the states. The file also 
provides mapping information to the TVS server to 
map country codes to country names, for example 144 
being representative of the United Kingdom. It is 
this information from CADB 13 8 that the TVS server 
uses for outputing reports that provides answers to 
the subscriber on where calls to his special service 
call number come from. 

Also shown connecting CADB 13 8 to the TVS 
server is a dotted line 194 which in Fig. 10 
represents a trigger to indicate that something has 
happened. For example, line 194 indicates that the 
file^ from CADB 13 8 has arrived at the TVS server and 
that the TVS server needs to process it. 

The CORE system 142 is connected to the 
TVS server of TVS system 116 via lines 19 6, 198 and 
200. Line 198 represents a customer information 
line through which files containing orders for 
reports, or orders to turn off reports as the case 
may be, are provided from CORE system 14 2 to the TVS 
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server. Line' 196 is a trigger that shows that a 
CORE file has arrived and that the TVS server should 
begin to process it. Line 200, on the other hand, 
is a CORE error message line from the TVS server to 
CORE system 142. This line is used by the TVS 
server to transmit to CORE system 142 an indication 
that a record of a file being processed by the TVS 
server has been rejected. For example, the TVS 
server may reject a record because it has an . 
incorrect address or does not have any phone number 
with it. 

In sum, the interaction between TVS system 
116 and CORE system 142 is as follows. A file is 
sent from CORE system 142 to TVS system 116. A 
trigger is then sent by CORE system 142 to the TVS 
server to inform the latter that the file has 
arrived. The TVS server then processes the file, 
looks for any error, and if an error is found, sends 
a message back to CORE system 142 to inform it of 
the error. At approximately the same time, the 
order entry information is sent by the TVS server to 
MTS system 112 via line 184. 

The TVS server also interacts with Circuit 
Order Management System (COMS) 140. It does so via 
lines 202 and 204. COMS system 140, in essence, 
provides an ncode or service location data to the- 
TVS server via line 202. An ncode is an eight digit 
character, the first character of which being always 
N and the remaining seven characters being always 
numbers. It is also referred to as a service 
location by which a subscriber can determine the 
termination point of a call. For example, when a 
subscriber sees a bill for an 800 number, he usually 
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does not see the termination point from which the 
call originates • Rather, he will see that his 800 
number (for example N 555-1111) had received so many 
call attempts. The termination report provided to a 
subscriber allows the subscriber to compare the 
report with his invoice for any discrepancies. For 
example, if the telecommunications network company 
has billed the subscriber for 500 calls while the 
- report indicates that OTily 49 5 calls were made, the 
subscriber can then find out from the company why 
there is a discrepancy of 5 calls. Line 204 is a 
trigger that informs the TVS server that the file 
from COMS system 14 0 has arrived. 

The TVS server is also connected to a 
Report Manager server (RM) 350 which is a component 
of the "nMCI Interact" StarWRS reporting system 300. 
It is broken out in Fig. 10 to show that reports 
actually go to an interface from the TVS server, via 
line 208. To elaborate, the TVS creates the report 
and knows which subscriber is supposed to get the 
report. As will be described herein, a metadata 
request message is sent to RM 350 requesting a 
desired unpriced traffic call detail data report. 
The RM server processes the metadata request and 
forwards the message to the TARS 116 via TCP/IP 
connection 2 08 which generates the requested report 
for subsequent transport via TCP/IP connection 209 
to an Inbox server, i.e., StarWRS message center 
370. As will be described, the Inbox server 370 
supports report retrieval via the subscriber's web 
browser. 

The next system that communicates with the 
TVS server is a host system 210, which is the TVS 
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system itself. Host system 210 in essence is the 
operating system where certain information required 
for operation of the TVS server is provided. For 
Fig. 10, it is assumed that the TVS server is in 
fact an application being performed by host system 
210. Host system 210 provides a number of triggers 
to the TVS server for further processing. For 
example, via line 212, host system 210 provides a 
system time to the TVS— server so that the. TVS server 
can generate a time stamped report. Via line 214, 
host system 210 provides the TVS server a trigger of 
a particular time when the TVS server needs to 
perform some function. For instance, the system 
time from line 214 may trigger the TVS server to 
automatically generate a number of reports, some of 
which may be generated hourly, daily, or weekly. 
This is a background process that schedules the 
generating of reports on a periodic basis. 

Line 214 is a system time line trigger by 
which host system 210 informs the TVS server that it 
is time to provide a nightly maintenance of the 
database itself, such as database 220 in Fig. 6. 

The process termination trigger from line 
218 by host system 210 informs the TVS server that 
one of its processors has terminated operation. As 
w^s mentioned previously, TVS system 116 comprises a 
number of processors each mirroring the operation of 
the others. The system knows which processors 
should bie running at any given time. Thus, should 
one of the processors terminate its operation, 
notification is received by the host system that 
operation at that processor has been terminated so 
that the host system can instruct the operating 
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system to transfer the process to one of the other 
backup processors, or to restart the process. Host 
system 210 is thus an automatic failure recovery 
system, the process termination trigger informing 
the system that the process has terminated, at which 
time the operator of the system needs to determine 
what type of system error has occurred. 

A system operator, designated 220, 
-actually watches over the TVS system to make sure 
that it is operational. Typical error messages are 
provided to the operator from the TVS server via 
line 222. A trigger is provided by the operator to 
cause the system to perform some function, for 
example a backup process > if an error is noted, via 
line 224. The trigger provided to the TVS server 
may in fact be from the keyboard of the operator. 
The TVS server may also communicate with other 
computer workstations or PCs, represented simply as 
228 in Fig. 10. Some of the PCs 228 in actuality 
connect to the TVS server via a mail host 124. 
Those PCs that gather and retrieve perspective data 
such as rolled up statistics or CDR flat files, may 
be connected directly to the TVS server. This is 
indicated by the remote output line 226, Line 228, 
on the other hand, enables the TVS server to 
communicate directly with the remote PCs. Through 
line 22 8, the TVS server can validate PC 22 8 so as 
to communicate therewith. Data can then be 
downloaded from a PC 22 8 to the TVS server. 

The six major functions performed by the 
TVS server are discussed with reference to Fig. 11. 
Mapping feeds process 23 0 processes feeds from CADB 
system 138 and COMS system 140. As shown, a country 
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mapping feed, designated 232, is provided by CADB 
system 13 8 to map the different country codes. A 
second input provided to mapping feeds process 23 0 
is the ncode data, via line 202 from COMS system 
140. Switch mapping data is also provided by COMS 
system 140 as an input via line 234. There are two 
triggers provided to mapping feeds process 230. One 
of the triggers is from COMS system 140 to indicate 
that the file from COMS system 140 has arri^ecj. 
This is indicated by line 204. The other trigger, 
via line 194, informs mapping feeds process 230 that 
the file has been provided by CADB system 138. 
Mapping feeds process 230 then maps the different 
representations of the switch name and provides that 
as an operator message, via line 222, to the 
operator. From this, errors may be generated. 
Furthermore, the data is provided to a store or a 
memory entitled state country mapping, designated as 
236. Store 236 is a database file in database 120. 

The next process that the TVS server 
performs is the reports process, designated 238 in 
Fig. 11. As its name implies, process 238 
generates, upon request, on a periodic basis, a 
number of reports. The different functions 
performed by the reports process 23 8 will be further 
elaborated in Fig. 12. It should be noted that 
there are a number of inputs, namely a system time 
provided by host system 210, via line 212, and a 
mail request provided by CADB system 238, via line 
188, to the reports process 23 8. Also provided from 
an ncode map store 24 0 is an ncode map and from a 
CDR store 242 the requisite CDRs . Ncode map store 
240 is a file which stores the different ncode maps 
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as processed by the mapping feeds process 230* CDR 
store 242 is a file that includes CDRs that were fed 
thereto by the process performed by MTS system 112, 
as indicated per MTS data process 244 . 

Also provided as inputs to reports process 
23 8 are data from a customer information store 246 
and a TVS report queue 248. Customer information 
store 24 6 provides information about the 
subscribers, the type of reports that they have 
ordered, the special service numbers that should be 
on the report and the frequency that the report 
should be generated, etc. TVS report queue 248 
provides a buffer whereby the requested reports may 
be processed one at a time. Not shown, but should 
be understood being provided to reports process 238, 
is a call statistics store which allows process 238 
to generate reports directly from call statistics as 
well as the CDR records retrieved from CDR store 
242. When a report is generated, process 238 
outputs the report, via line 209, to the StarWRS 
Inbox 370, in the format requested by the 
subscriber. Instead of reports, call statistics and 
CDR records may be retrieved and displayed, as 
screen formats, for subscribers of RTM system 117 in 
real time. 

^ Fig. 12 illustrates the different types of 

reports processes that are performed in report 
process 238. As shown, scheduled reports are 
generated by subprocess 1381. It is by this process 
that regularly scheduled reports are generated, per 
input of system time by the host system via line 
212. Shown also being provided as an input to the 
scheduled report generation subprocess 13 81 is the 
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information from the subscriber fed from customer 
information store 246. An output from the scheduled 
reports subprocess 1381 is the CDR reports which are 
fed via line 250 to a CDR report queue 252. A 
standard TVS report request is routed via line 251 
to TVS report queue 248. 

The next subprocess under report process 
238 is the mail request process 1382. In addition 
to receiving mail request- via line 188, note, tjiat 
subprocess 1382 may also receive retransmission 
requests, discussed earlier. Further shovm being 
provided as an input to mail request subprocess 1382 
is the customer information from customer store 246 
and a mail report response from a probe request 
subprocess 1384, via line 256. If there is more 
than one probe request, the additional requests are 
provided via line 25 8 to a TVS probe queue 260, 
which in turn forwards the queued request via line 
262 to probe request subprocess 1384. A standard 
TVS report request from the mail request subprocess 
13 82 is fed via line 251 to the TVS report queue 
248. A response is then provided by mail request 
subprocess 1382 to mail host 24 via line 190. Any 
call detail TVS report request is provided by mail 
request subprocess 1382 via line 250 to retransmit 
stored report subprocess 1383. 

The stored reports may be sent to the CDR 
report queue 252, so that the reports are 
transmitted one at a time, via line 208, to StarWRS 
Inbox 370 for delivery to the various subscribers. 
The report being retransmitted per store report 
retransmit subprocess 1383 obtains its data from a 
customer information store 246, a report 
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retransmission store 262 with information pertaining 
to where the report is to be retransmitted, and a 
report archive 264 from which a previously prepared 
report may be retrieved. The format of the report 
is generated in accordance with the envelope 
provided by envelope body store 266* 

In the probe request subprocess 13 84, to 
send a report response to mail request subprocess 
"1382, probe request subprocess 1384 retri eves" data 
from the customer information store 246 and call 
statistics store 254. 

In report request subprocess 13 85, to 
perform the report request, subprocess 13 8 5 
retrieves the next TVS report request from TVS 
report queue 24 8, subscriber data from customer 
information store 246, call statistics data from 
call statistics store 254 and ncode map data from 
ncode map store 240. The generated TVS report is 
routed via line 209 to StarWRS Inbox 370. 

The call detail reports subprocess 1386 is 
the last subprocess of report process 238. For this 
subprocess, data is retrieved from CDR store 242 and 
customer information store 246. Upon receipt of the 
latest TVS report request via line 250 from CDR 
report queue 252, call detail report subprocess 1386 
generates the call detail report and sends it as 
comma delimited text/ via line 266, to the host 
system for logging. In addition, the call detail 
report generated from subprocess 1386 is routed to 
StarWRS Inbox 370 via line 208, for further 
transmission to the requesting subscriber. 

In further view of Figure 11, an MTS data 
process 244 receives an MTS message from MTS system 
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112. It is here that data from MTS system 112 is 
processed to generate the CDRs and call statistics, 
which are fed via lines 284 to CDR store 242 and 
call statistics store 254, both residing in MTS 
system 112. Any MTS fallover response message 
generated by MTS data process 244 is fed via line 
286 to MTS system 112. The MTS order entry response 
message from MTS data process 244 is loaded to a MTS 
response queue 26 8, before the message is fed^one at 
a time to call message process 270. 

Call message process 270 retrieves 
subscriber information from customer information 
store 246 via line 272 and any additional subscriber 
information provided by the subscriber via the 
client workstation, such as PC 144 shown in Fig. 6, 
via line 19 8. Any CORE error message produced by 
CORE message process 270 is provided via line 299 to 
CORE system 142. The MTS order entry message is 
provided via line 284 to MTS system 112. 

Another process performed by the TVS 
server is the bulk download process 274, Here data 
is retrieved from CDR store 242, CORE statistics 
store 254, customer information store 246, state 
country mapping store 136 and ncode map store 240. 
All of that information is retrieved in response to 
the ^remote input via line 228 from a remote 
subscriber at a computer workstation. Bulk download 
process 274 begins its operation upon receipt of the 
trigger 224 from the operator 220. Output from 
process 274 is provided via line 2 09 to the Inbox 
server 370 (Figure 7) . Note that this bulk download 
of a statistics file from the TVS server is 
different from the real time communications process 
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between a subscriber workstation and RTM system 117. 
For the former, a single file comprising the 
requested information which spans a given period of 
time is downloaded. On the other hand, if the 
5 subscriber workstation is linked up with RTM system 

117, a real time display of the statistics relating 
to the calls of the subscriber is provided. 

One last function performed by the TVS 
server that is a stand~alone function is the perform 

10 periodic processing process 276. Process 276 

performs predetermined maintenance and housekeeping 
chores. As inputs, it retrieves data from CDR store 
242 and call statistics store 254, as well as system 
time from host system 210. Upon receipt of the 

15 triggers from lines 216 and 214, for example each 

night, the data retrieved from CDR store 242 and 
call statistics store 254 are updated and restored 
in the respective stores. A message is provided to 
the operator via line 222. System time 214 notifies 

20 process 276 to clean up the files of the system, 

while DB time 216 informs processing 276 to begin 
the database maintenance operation. 

In the preferred embodiment, when a 
subscriber subscribes to the RTM option, he/she is 

25 given a password which enables him to log onto RTM 

system 117. Once logged on, a subscriber can 
retrieve various statistics and view in real time 
those statistics and therefore the operation of the 
network, at least with respect to his special 

30 service call number (s). 

With respect to RTM system 117 and 
particularly the retrieval of call detail records 
statistics therefrom by a remote subscriber work 
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station, refer to Fig* 13. Assume the remote 
subscriber's computer is equipped with a modem and 
the I/O ports of RTM system 117 are likewise 
equipped. 

With reference to Fig. 13, the functional 
processes that take place in RTM system 117, or the 
real time monitoring (RTM) system, are shown to 
comprise five major functions. They are: select 
and maintain prof iles process 1171, get call detail 
statistics process 1172, inquire call detail process 
1173, serve RTM reference data 1174 and serve RTM 
CDR data 1175. A number of inputs and outputs 
connect the different processes together to provide 
the operation of RTM system 117. As will be shown 
later, some of the processes interact with databases 
of the system. 

Shown connected to select and maintain 
profiles process 1171 is a RTM profile request input 
1711, a launch ACMS task input 1712, a RTM call 
detail profile output 1713 and a RTM profile 
messages output 1714. Also shown to be connected to 
process 1171 are a gatekeeper waiter array store 
1715 and an ACMS task information store 1716. In 
addition, outputting from process 1171 are a RTM 
controller and profile output 1717 to inquire call 
det^ail process 1173, a RTM reference request output 
1718 to serve RTM reference data process 1174 and a 
RTM control and profile output 1719 to get call 
detail statistics process 1172. A RTM reference 
data line 1720 connects process 1171 to serve RTM 
reference data process 1174. 

Although not shown, input 1711, as well as 
outputs 1713 and 1714 are routed to or from the RTM 
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Web server 52 (Fig. 6) . In other words, RTM profile 
requests are input to select and maintain profile 
process 1171 via line 1711 while outputs from 
process 1171 are provided as RTM call detail 
profiles and RTM profile messages to the user's 
terminal via line 1713 and 1714, respectively. Line 
1712 provides to process 1171 an application control 
and management system (ACMS) that acts as an 
operating environment for the system. Specifically, 
when a RTM profile request is input to select and 
maintain profiles process 1171, a list of profiles 
for that subscriber is displayed to the subscriber. 
This is provided from process 1171 to either of 
outputs 1713 or 1714, When a RTM profile request is 
made, an ACMS task is launched from line 1712 to 
create an ACMS environment overlaying the operating 
system of RTM system 117. The ACMS environment 
provides the user with specific attributes that 
facilitate the operation of the system. For 
example, the environment may limit the system to no 
more than 50 users in order to be able to keep track 
of what the various users are doing. It moreover 
provides coordination for the system in order to 
enable the system to better handle the various 
inputs/outputs . 

^ A subscriber accessing the system over "the 

Internet via RTM web server 52 logs on to the RTM 
system via an Internet service provider. Once an RTM 
profile request is made by a subscriber, as 
mentioned before, the system is enveloped by the 
ACMS environment in response to the particular 
identifier associated with the RTM request. 
Specific information such as a particular profile 
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information is retrieved from gatekeeper waiter 
array store 1715 for responding to an input request. 
Thus, gatekeeper waiter array store 1715 includes 
information of the RTM subscribers and allocates a 
unique identifier for each of the subscribers of the 
RTM system. Additional data is retrieved by process 
1171 from an ACMS task information store 1716 for 
identifying the type of device used by the 
subscriber so that- a particular output -f oinn^t may be 
provided to the subscriber. The ACMS environment in 
effect handles or controls the user's sign- in and 
how they are handled once they are logged on. 

Once a subscriber has logged on, his input 
device having been identified and the profile 
request received, process 1171 may output to the 
subscriber RTM profile messages via line 1714. 
These RTM profile messages present the user with a 
list of the actual profiles that the user has 
created and stored. In the instance where a user 
has not stored any profiles, the RTM profile 
messages presented to the user will request the user 
to create a new profile. Thus, as its name implies, 
process 1171 enables a subscriber to manage all of 
his profiles by either adding, deleting or changing 
any of his profiles. 

^ As shown, RTM reference data is requested 

by select and maintain profiles process 1171 from 
serve RTM reference data process 1174 via line 1718. 
Upon receipt of a RTM request, process 1174 will 
retrieve from its reference database store 1741 the 
requested reference data and provide this reference 
data, which relates to the subscriber who requested 
the data, to process 1171 as RTM reference data via 
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RTM reference data line 1720. As will be discussed 
subsequently, reference database store 1741 is 
responsive to both storing and retrieving requests 
from processes other than process 1171. Some of the 
information that are stored in reference database 
store 1741 include the order entry information for a 
particular customer or subscriber, and all of the 
8 00 number information relating to a subscriber such 
as which 800 (s) a subscriber has ordered.- Note that 
the actual 800 call information, in the form of call 
detail records, are stored in the CDR database store 
1751, which will be discussed, infra. Thus, process 
1174 in essence maintains RTM reference data, by 
either updating or deleting it, and storing any 
updated or new RTM reference data into reference 
database store 1741. 

If a subscriber wants to activate a given 
profile and to monitor the actual CDR records, a RTM 
control and profile request is sent from process 

1171 to get call detail statistics process 1172. 
Process 1172, upon receipt of the RTM control and 
profile request, coxranunicates with serve RTM CDR 
data process 117 5 by outputting a RTM CDR request 
via line 1721. Serve RTM CDR data process 1175, in 
response to the RTM CDR request from process 1172, 
retri^eves the appropriate data from the appropriate" 
database of CDR database stores 1751. The thus 
retrieved CDRs stored in CDR database store 1751 for 
the particular 800 number are counted for the time 
frame that has been requested. The profile for the 
particular 800 that a subscriber wants to see is 
then retrieved by process 1175 and routed to process 

1172 as RTM CDR data by means of line 1722. This 
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retrieved RTM CDR data is next displayed to the 
subscriber as either RTM statistics messages via 
line 1723 if a RTM statistics request from line 1724 
is received, or as RTM call detail statistics output 
to line 1725. The call detail statistics are 
displayed to the subscriber in a substantial real 
time basis, insofar as the polling interval can be 
set to vary from one minute to sixty minutes in 
increments of .one minute. In other words, ^a^ 
subscriber, when viewing the call detail statistics, 
will see continuous changes for every polling time 
interval . 

If a RTM inquiry request is input to RTM 
system 117 such as from line 1731, given the RTM 
control and profile provided from process 1171 via 
line 1717, the inquiry call detail process 1173 will 
request the RTM reference data from service RTM 
reference data process 1174 via line 1732. The 
relevant reference data is retrieved from reference 
database store 1741 and provided by process 1174 as 
RTM reference data to inquire call detail process 
1173 via line 1733. Given the RTM reference data 
and the appropriate RTM control and profile, process 
1173 sends a RTM CDR request to service RTM CDR data 
process 1175 via line 1734. Process 1175, upon 
reaeipt of the RTM CDR request, similar to its 
response to such request from process 1172, 
retrieves from CDR database store 1751 the CDR 
statistics for the particular profile and routes 
this as RTM CDR data to process 1173 via line 1735. 
Process 1173, upon receipt of the RTM CDR data, 
displays it as a call detail screen to the 
subscriber. This output is provided as either a RTM 
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call detail inquiry screen to the subscriber via 
line 1736 or as RTM inquiry messageis via line 1737. 

For RTM system 117, therefore, different 
outputs may be provided to a subscriber, depending 
on what the subscriber requests. If the subscriber 
requests call details, then a web page comprising a 
call detail statistics screen is provided by process 
1173 to the subscriber. On the other hand, if the 
subscriber wants to monrtor the real time operation 
of the network, he will request such and get call 
detail statistics process 1172 will provide call 
detail statistics screen to the subscriber. By 
observing the various screens, a subscriber can 
therefore monitor whether any trend has occurred 
with the operation of the network. If there is, 
appropriate actions may be taken to rectify the 
problem or alter the trend. 

As was mentioned previously, the call 
detail records are stored in CDR database store 
1751. The reason that there are multiple CDR 
database stores is that each subscriber, 
irrespective of however many special service call 
numbers that he subscribes to, is assigned a 
specific CDR database. This is found to enhance the 
adding or changing of the special service call 
nurriters, and the detail information for each of 
those numbers. These database stores are the same 
as the above mentioned relational databases 
disclosed in the aforenoted co-pending '186 
application. 

For RTM system 117, in operation, when a 
subscriber or user has selected a specific profile, 
that profile is initially associated with an inquire 
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call detail or get call detail statistics. Either 
the get call detail statistics or the inquire call 
detail may be viewed by the subscriber at one time 
by either requesting from process 1172 or 1173, 
5 respectively. Thus, if a subscriber activates or 

selects a specific profile, that profile (or rather 
the designation or name associated with that 
profile) and a few other pieces of information are 
routed to get call detail statistics process 1172. 

10 Process 1172, upon receipt of the request, sends a 

RTM reference request to serve RTM reference data 
process 1174, which retrieves the RTM reference for 
that profile from reference database 1741. The RTM 
reference request from process 1172 is sent to 

15 process 1174 via line 1726. Once retrieved, the RTM 

reference data is sent by process 1174 to process 

1172 via line 1727. Now that process 1172 has all 
of the reference information, it sends a RTM CDR 
request to serve RTM CDR data process 1175 

20 requesting RTM CDR statistics. Process 117 5, upon 

receipt of the request from process 1172, retrieves 
the appropriate information from CDR database store 
1751 and transmits that RTM CDR data via line 1722 
to process 1172 to be displayed for the user. 

25 On the other hand, if the subscriber 

sdlects a profile that is initially associated with 
inquire call detail process 1173, the exact same 
thing as mentioned before occurs. That is, process 

1173 requests the requisite RTM reference from 
30 process 1174. Upon retrieval of the appropriate 

reference data from reference database store 1741, 
process 1174 transmits that RTM reference data to 
process 1173. Thereafter, process 1173 sends the 

-75- 



SUBSTITUTE SHEET (RULE 26) 

^iSDOCID: <WO_99l6198A1J_> 



RTM CDR request to process 1175. The appropriate 
RTM CDR data is retrieved from the appropriate CDR 
database store 1751 and transmitted to process 1173. 
This retrieved RTM CDR data is then displayed to the 
subscriber. 

As described, the present invention 
is integrated with a client and middle-tier service 
and application proxy component that enables 
customers to request, "specify, customize, "schedule 
and receive their telecommunications network call 
detail data in the form of reports that are 
generated by the various back-end application 
servers. Referred to as StarWRS, this WWW/Internet 
Reporting System 3 00, as shown in Figure 7, 
comprises the following components and messaging 
interfaces : 

1) those components associated with the 
Client GUI front end including a report requestor 
client application 312, a report viewer client 
application 315 and, an Inbox client application 310 
which implement the logical processes associated 
with a "Java Client," i.e., employs Java applets 
launched from the backplane (Figure 3) that enable 
the display and creation of reports and graphs based 
on the fields of the displayed reports, and, allows 
selection of different reporting criteria and 
options for a given report; and, 

2) those middle- tier server components 
enabling the above-mentioned reporting functionality 
including: a Report Manager server 350, a Report 
scheduler server 360, and an Inbox Server 370. Also 
shown in Figure 7 are the system Order Entry client 
application 380 and a corresponding Order Entry 
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Server 3 85 supporting the StarWRS reporting 
functionality as will be described. 

Each of these components will now be 
described with greater particularity hereinbelow. 

The Report Manager ("RM") server 350 is an 
application responsible for the synchronization of 
report inventory with back-end "Fulfilling" servers, 
i.e., TVS server 116; retrieval of entitlements, 
i.e., a user's security profiles, and repoirt pick 
list information, i.e., data for user report 
customization options, from the system Order Entry 
server 380; the transmission of report responses or 
messages to the Dispatcher server 26 (Figure 2) ; the 
maintenance of the reporting databases; and, the 
management of metadata used for displaying reports. 
In the preferred embodiment, the RM server 3 50 
employs a Unix daemon that passively listens for 
connect requests from the GUI client applications 
and other back-end servers and deploys the TCP/IP 
protocol to receive and route requests and their 
responses. Particularly, Unix stream sockets using 
the TCP/IP protocol suite are deployed to listen for 
client connections on a well-known port number on 
the designated host machine. Client processes, 
e.g., report requestor 312, desiring to submit 
requests connect to RM 350 via the dispatcher 26 by 
providing the port number and host name associated 
with RM 350. Request messages received by the RM 
server are translated into a "metadata" format and 
are validated by a parser object built into a report 
manager proxy 350' that services requests that 
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arrive from the GUI front -end. If the errors are 
found in the metadata input, the RM 350 will return 
an error message to the requesting client. If the 
metadata passes the validation tests, the request 
type will be determined and data will be retrieved 
in accordance with the metadata request after which 
a standard response will be sent back to the 
requesting client. As shown in Figure 1 , interface 
sockets 3 52 are shown connecting the Dispatcher 
server 26 and the RM server 350 and, other socket 
connections 208, 356 are shown interfacing the RM 
3 50 with respective back end servers 116 and 4 00, 
For instance, in one embodiment, fulfilling server 
400 provides a customer's priced billing data 
through a Talarian smart socket messaging interface 
3 56 to the Report Manager. Additionally, as part of 
the StarWRS web reporting system 3 00 shown in Figure 
7, unpriced traffic data may be sent directly to the 
report manager 350 from the Traffic View server 116, 
as described herein. Although not shown in Figure 
7, it should be understood that the RM 350 server 
may manage reporting data for customer presentation 
from other back-end and legacy servers including, 
e.^.. Broadband, Toll Free Network Management, and 
Event Monitor servers, etc, in order to present to a 
customer these types of billing/management data. 

The report manager server additionally 
utilizes a database 358, such as provided by 
Informix, to provide accounting of metadata and user 
report inventory. Preferably, an SQL interface is 
utilized to access stored procedures used in 

-78- 



SUBSTITUTE SHEET (RULE 26) 



wo 99/16198 



PCT/US98/20146 



processing requests and tracking customer reports. 
A variety of C++ tools and other tools such as Rogue 
Wave's tools. h++ are additionally implemented to 
perform metadata message parsing validation and 
translation functions. 

The Report Manager server 350 additionally 
includes the scheduling information which is passed 
to the back-end fulfilling servers 116, 400 and 
stored by them. At times, the Report Manager will 
request this information from the fulfilling servers 
in order to reconcile. 

The Report Scheduler ("RS") server 
component 36 0 is, in the preferred embodiment, a 
perpetually running Unix daemon that deploys the 
TCP/IP protocol to send requests to the back-end 
fulfilling servers such as the StarODS (Perspective) 
server 400, or TVS server 116, and receive their 
responses. More particularly, the RS server 360 is 
a Unix server program that is designed to handle and 
process report requests to the fulfilling servers by 
deploying Unix stream sockets using the TCP/IP 
protocol suite, and sending the report request to 
client connections on a well-known port number on 
the designated host machine. As shown in Figure 7, 
interface TCP/IP connections 364, 366 are shown 
interfacing with respective back end servers 400 and 
116. In the case of priced billing data from 
Perspective Host 4 00, report requests are published 
by the RS server 360 to a pre-defined subject on the 
Talarian Server. When haridling other incoming 
messages published by back end servers using 
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Talarian SmartSockets 4.0, another daemon process 
may be necessary that uses Talarian C++ objects to 
connect their message queue and extract all messages 
for a given subject for storage in a database table 
included in database 363. Each message includes the 
track number of the report that was requested from 
the fulfilling server. 

From the report scheduler interface, the 
user may specify the type of reporting, including an 
indication of the scheduling for the report, e.g., 
hourly, daily, weekly or monthly. For priced data 
the user has the option of daily, weekly, or 
monthly. For real-time, or unpriced data, the user 
has the option of hourly, daily, weekly or monthly. 
The report scheduler interface additionally may 
enable a user to specify a page or E-mail account so 
that an e-mail or page message may be sent to 
indicate when: a requested report is in the Inbox 
server 370. 

As shown in Figure 7, the report scheduler 
server 360 interfaces directly with the Report 
Manager server 350 to coordinate report request 
processing. It should be understood that the 
respective report management and scheduling 
functions could be performed in a single server. 

The Inbox Server component 370 serves as 
the repository where the completed user report data 
is stored, maintained, and eventually deleted and is 
the source of data that is uploaded to the client 
user via the dispatcher over a secure socket 
connection 372. It is also a Unix program that is 
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designed to handle and process user requests 
submitted in metadata format using an Informix 
database. Once report results are received from the 
TVS server 116 or any other back-end or fulfilling 
servers (not shown) , the Inbox server 370 requests 
the metadata from the Report Manager server 35 0 as 
indicated by the socket connection 372 in Figure 7. 
The metadata is stored in the Inbox server database 
373 along with the report results. Thus/ if the 
metadata is required to be changed, it will not 
interfere with the information needed to display the 
reports included in the Inbox. Additionally, as 
shown in Figure 7, the Inbox server interfaces with 
the report, scheduler to coordinate execution and 
presentation of reports. 

The StarOE server 3 80 is the repository of 
user pick lists and user reporting entitlements as 
shown in database 383. Particularly, it is shown 
interfacing with the Inbox server 370 and report 
scheduler servers 360. The Report Manager does not 
interface with or include metadata for StarOE. It 
will, however, include information in the report 
metadata that will tell the Report Requestor it 
needs to get information (i.e.. Pick Lists) from 
StarOE server 3 85. Particularly, the StarOE server 
supports pick lists for the selection of priced data 
based on the following list: Date, Time (Provide in 
GMT offset), ID Accounting Code (IDAC)/Supp code. 
Access Type, Corp ID, Service Location w/Service 
Location Names, Bill Payer w/Bill Payer Names, 8XX 
Number, City, State/Province, Numbering Plan Area 
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(NPA) , NXX (Exchange code where N=2-9 and X=0-9), 
and Country Code. 

With regard to the front -end client GUI 
components, the above-mentioned Inbox client 
application 310 functions as an interface between 
the client software and the Inbox server 370 for 
presenting to the customer the various type of 
reports and messages received at the Inbox including 
all completed reports, call detail, alarms, and 
flashes. Preferably, the messages for the user in 
the inbox is sorted by type (e.g., report, call 
detail, alarms) and then by report type, report 
name, date, and time. 

Particularly, the Inbox client application 
uses the services of the backplane (Figure 3) to 
launch other applications as needed to process 
report messages.' The inbox will also use the 
services of the data export objects to provide a 
save/load feature for inbox messages, and, is used 
to provide a user - interface for software 
upgrade /down load control. Inbox messages are 
generated by the versioning services of the 
backplane; actual downloads will be accomplished by 
a Request through the inbox. 

In the preferred embodiment, the inbox 
client is able to receive information on multiple 
threads to allow a high priority message to get 
through even if large download is in progress. 
Typically, the browser is configured to allow more 
than one network connection simultaneously, i.e., 
the polling thread on the client uses a separate 
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connection to check for new messages, and start a 
new thread on a new connection when a new message 
was detected. In this way, multiple messages may be 
downloaded simultaneously. 

The Report Requestor application 312 is a 
GUI Applet enabling user interaction for managing 
reports and particularly includes processes 
supporting: the creation, deletion, and editing of 
the user's reports; the retrieval and display of 
selected reports; the display of selected option 
data; and the determination of entitlements which is 
the logical process defining what functionality a 
user can perform on StarWRS. In the preferred 
embodiment, a Report request may be executed 
immediately, periodically, or as "one- shots" to be 
performed at a later time. As described herein, the 
report scheduler service maintains a list of 
requested reports for a given user, and forwards 
actual report requests to the appropriate middle- 
tier servers at the appropriate time. Additional 
functionality is provided to enable customers to 
manage there inventory, e.g., reschedule, change, or 
cancel (delete) report requests. 

^ The Report Viewer application 315 is a GUI 

Applet enabling a user to analyze and display the 
data and reports supplied from the fulfilling 
servers such as StarODS (perspective) 400, Traffic 
View 116, and other systems such as Broadband and 
toll free network manager. Particularly, the Report 
Manager 350 includes and provides access to the 
metadata which is used to tell the Report Requestor 

-83- 



SUBSTITUTE SHEET (RULE 26) 



what a standard report should look like and the 
"pick- list" options the user has in order for them 
to customize the standard report. It is used to 
tell the Report Viewer client how to display the 
report, what calculations or translations need to be 
performed at the time of display, and what further 
customization options the user has while viewing the 
report. It additionally includes a common report 
view by executing a GUI applet that is used for the 
display and graphing of report data and 
particularly, is provided with spreadsheet 
management functionality that defines what 
operations can be performed on the spreadsheet 
including the moving of columns, column hiding, 
column and row single and multiple selection, import 
and export of spreadsheet data, and printing of 
spreadsheet, etc. It is also provided with report 
data management functionality by defining what 
operations can be performed on the data displayed in 
a spreadsheet including such dynamic operations as 
sorting of report data, sub- totaling of report data, 
etc.. Furthermore, the report viewer 315 is 
provided with functionality enabling the 
interpretation of metadata; and, functionality 
enabling communication with the Backplane (Figure 
3). The report viewer application 315 is able to 
accept messages telling it to display an image or 
text that may be passed by one of the applications 
in lieu of report data (e.g., Invoice, Broadband 
report, etc.) 
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All reporting is provided through the 
Report Viewer interface which supports spreadsheet, 
a variety of graphic and chart types, or both types 
simultaneously. The spreadsheet presentation allows 
5 for sorting by any arbitrary set of colximns . The 

report viewer 315 is launched from the inbox client 
310 when a report is selected and may also be 
launched from the inbox when a report is selected. 

By associating each set of report data 

10 which is downloaded via the Inbox server 370 with a 

"metadata" report description object, reports can be 
presented without report - specif ic presentation code. 
At one level, these metadata descriptions function 
like the catalog in a relational database, 

15 describing each row of a result set returned from 

the middle tier as an ordered collection of columns. 
Each column has a data type, a name, and a desired 
display format, etc. Column descriptive information 
will be stored in an object, and the entire result 

20 set will be described by a list of these objects, 

one for each column, to allow for a standard viewer 
to present the result set, with labeled columns. 
Nesting these descriptions within one another allows 
j^or breaks and subtotaling at an arbitrary number of 

25 levels. The same metadata descriptions can be used 

to provide common data export and report printing 
services. When extended to describe aggregation 
levels of data within reporting dimensions, it can 
even be used for generic rollup/drilldown 

30 spreadsheets with "just - in- time" data access. 
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The metadata data type may include 
geographic or telecommunications - specif ic 
information, e.g., states or NPAs . The report 
viewer may detect these data types and provide a 
5 geographic view as one of the graph/chart types ♦ 

The following list provides the types of 
requests that may be initiated by the Report 
Requestor 312 and the responses performed by the 
Report Manager 350: 1) Get/Send report template list 

10 - which request retrieves the list of all standard 

report templates for all products and is used only 
to obtain general report information, e.g., report 
title, description, etc.; 2) Get/Send report 
template detail - which request retrieves the 

15 details of a specific standard report template; 3) 

Get/Send user report list - which request retrieves 
the list of all user reports for the report format 
selected from a user report table and is used only 
as a request for general report information, e.g. , 

20 report title, status, etc.; 4) Get/Send user report 

detail - which request retrieves the details of a 
specific user's report; 5) Add report 
definition/Acknowledgment - which requests addition 
of a user- created report to a user report table. If 

25 the^ report is a scheduled report, this request is. 

also communicated to the fulfilling server at the 
time the report is due; 6) Delete report 
definition/Acknowledgment - which request deletes a 
user -created report from the user table; 7) Copy 

30 report definition/Acknowledgment - which request 

creates a duplication of the report the user is 
editing (other than the report title) and creates a 
new report ID for it; 8) Update Reporting 
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Schedule/ Acknowledgment - which request updates the 
scheduling information on a report without having to 
send a Delete and Add request; and, 9) Get Pick 
Li St /Acknowledgment - which request enables the 
Report Requestor 312 to get a pick list provided by 
StarOE server . 

As mentioned herein with respect to 
Figures 6 and 7, the TVS component 116 interfaces 
with StarWRS web -reporting tool 300 for specific 
customer reporting requirements. As described, the 
Report Requester 360 communicates with the user 
client 3 01 and controls navigation and requests for 
customization criteria via the Web browser. The 
Report Requestor receives from StarOE any billing 
hierarchies and static pick lists needed by the 
client to customize report requests. Report request 
customizations are then passed to the Report 
Manager, which acts as repository of report 
requests, both ad hoc and recurring, that are 
submitted for processing by the client. Along with 
the necessary customization criteria selected for 
report customization, the Report Manager 350 stores 
metadata about the report request, including report 
format information, sort, and display specifics. 
The Report Manager is responsible for passing report 
requests to the back end DSS and data marts for 
processing, and provides the entity against which 
the list of report requests known to the data marts 
are validated. 

The Inbox server component 370 is the 
store and forward repository of all completed 
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reporting requests, requests for call detail data, 
and any communications to the customer. The TVS 
server call detail report process 1386 ships 
formatted data in a compressed comma delimited 
format ("CDF") to the Inbox, Customers are then 
responsible for retrieving their report data held in 
the Inbox. 

As shown in the logon process flow diagram 
of Figure 16, a customer first establishes 
communication with the DMZ Web server at step 602 
and logs on to the nMCI Interact reporting system by 
entering the user's name and password onto a logon 
dialog box, as indicated at step 604. Having 
accessed the web page and logged in, a user Common 
Object is created. As indicated at step 606, an 
application running on the backplane directs a 
"Validate User Message" to the StarOE server 380 via 
the web server (Figure 7) to direct the StarOE 
server 380 to perform security validation and 
authenticate the user ID and password. It is 
understood t^iat all communication to the StarOE 
server is via TCP/IP with a Unix process listening 
on a known TCP port. All data and security 
information is accessed by direct queries to a 
StarOE server database 283, such as provided by, 
Informix. 

Once the customer is validated, at steps 
607a, b, the backplane objects request a list of all 
the authorized applications from the StarOE server, 
as indicated at step 608. Particularly, a "Get User 
Application Request" message is communicated to the 
StarOE server via the backplane which queries the 
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Informix database to obtain a list of authorized 
applications, i.e., services, for the user and which 
determines which buttons on the home page are 
active, thus controlling their access to products. 
At steps 610 and 612 respectively, a networkMCI 
Interact applet is downloaded to the customer's Web 
Browser via the established TCP/IP connection, and 
the browser presents the customer with the 
networkMCI Interact system home page, such ^s the 
exemplary home page 80 shown in Figure 4. It should 
be understood that in the preferred embodiment, the 
icons for applications the user has security access 
to are shown bolded. Thus, it should be understood 
that if the customer subscribes to Unpriced 
Reporting, an Unpriced Reporting icon is 
automatically enabled when the home page appears. 

Referring back to Figure 16, at step 614, 
the customer selects the Unpriced Reporting 
application from the home page by clicking on a 
Report Requestor icon 76 (Fig, 4) after StarOE 
validates the user's id and password. The backplane 
object allows the user access to the Report 
Requestor front end if the user is so authorized. 
As shown at step 615, a client unpriced reporting 
application is downloaded to the customer who is 
presented with the unpriced reporting screen (not 
shown), as indicated at step 616. It is from this 
screen that the user has the option to create or 
modify the types and specify the frequency at which 
reports are to be delivered. The subscriber may 
also retrieve completed TVS reports residing in the 
Inbox by clicking on the Message center icon 77 
(Fig. 4) . Furthermore, the subscriber may access 
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real -time traffic monitoring capability, e.g, 
viewing real-time network traffic statistics, by 
clicking on the traffic monitor icon 72 (Fig. 4) . 

In the preferred embodiment, for the real- 
time monitoring function, there are a number of web 
page display screens generated by the RTM system 117 
that, in combination, provide the subscriber with 
the real time traffic statistics he/she desires. As 
shown in Fig. 14, theae various screens are^ 
interconnected and, as will be shown later, are 
selectable by the subscriber. In particular, there 
is a summary statistics screen 1210, an incomplete 
statistics screen 1212, an other statistics screen 
1214, an inquiry screen 1216, a profile selection 
screen 1218, a polling interval screen 1220, an exit 
screen 1222 and a new polling start time screen 
1224. There are furthermore a real time statistics 
subscreen 1226, a call disposition subscreen 1228 
and a CDR display screen 1230 emanating from inquiry 
screen 1216. 

To illustrate the interrelationship 
between the screens, note that summary statistics 
screen 1210, incomplete statistics screen 1212 and 
other statistics screen 1214 are interconnected, by 
a bus 1232. At the same time, those screens are 
also interrelated, per another bus 1234, to profile 
selection screen 1218, polling interval screen 1220, 
exit screen 1222, new polling start time screen 1224 
and inquiry screen 1216. These screens, or 
subscreens (pop -up screens) , are provided to the 
subscriber as web pages via a Web browser, e.g., 
Internet Explorer 4.0 or greater, which is part of 
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the client Report viewer component of the StarWRS 
web reporting system as shown in Figure ?• 

RTM system 117 basically provides a 
subscriber the ability to see in near real time how 
the network is performing. The subscriber can see 
how many calls (directed to his call number (s)) are 
being attempted on a predetermined time period, as 
for example minute by minute. The subscriber 
furthermore can see howL-many of those calls are 
being allowed through the network, how many are 
incompletes, how many are blocked, etc. 
Furthermore, RTM system 117 provides subscribers the 
ability, if they decide to do so, to look up 
specific call records that made up a specific type 
of call. For example, if a subscriber sees an 
abnormal number of incompletes, assuming that 
ordinarily 5% of calls are incompletes, he can 
retrieve the call records that made up those 
incomplete calls to find out why those calls were 
incompletes. A screen for showing the various 
statistics is shown in Fig. 15(h). 

The screen of Fig. 15(h) shows both 
current and total number of calls to a subscriber. 
This exemplar web page display screen of Fig. 15(h) 
shows that a subscriber started viewing in near real 
time the statistics of calls directed to his call 
numbers at 00:43, and that the current time is 
19:38. The polling time interval is five minutes. 
Thus, the next screen that the subscriber sees will 
be at 19:43. As further shown in the exemplar 
screen of Fig. 15(h), the subscriber "DANTEST" has 
two special service call numbers, i.e. 123-4567 and 
345-8789. It is assumed for this discussion that 
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those numbers are 800 numbers. Both the current (C) 
and total (T) figures are shown. Thus, during the 
time period that the subscriber views the summary 
statistics screen, there were three attempts that 
were incompletes; and those incomplete calls were 
directed to call number 123-4 567. Given the five 
minute interval, the next screen that the subscriber 
sees will be a screen that shows what occurred 
between 19:38 and 19:43^-. - - - 

Note that even though only two special 
service call numbers are shown, a subscriber can in 
actuality subscribe to a much greater number of 
special service call numbers. Note further that in 
addition to showing the number of attempts and 
incompletes, the Fig. 15(h) screen also shows 
"OTHER" which may be calls that were blocked or 
didn't get through because of the insufficient 
capacity in the network purchased by the subscriber, 
and "DTO" which is direct termination overflow that 
shows how many of the calls are rerouted when the 
network capacity for a specific route is either busy 
or over capacity. The DTO feature may be ordered by 
the subscriber. There is also a "DURATION" portion 
which shows the average and total durations, both in 
minutes and seconds. 

^ At the bottom of the Fig. 15(h) screen", 

there are a number of options provided to the 
subscriber for exiting the exemplar screen of Fig. 
15(h) and going to some other screen. For example, 
given that there are three incompletes shown on the 
summary statistics screen of Fig. 15(h), a 
subscriber may want to next view the incompletes 
statistics summary screen of Fig. 15 (i). 
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Upbii activation, incomplete statistics 
screen 1212 shows retrieved call detail records of 
the special service call numbers associated with the 
subscriber on the exemplar screen of Fig. 15 (i). As 
before, a total of three incompletes are shown. 
These incompletes are further categorized as "short 
calls", which are calls that last less than three 
seconds. In other words, incomplete calls are in 
all likelihood calls di-rected to call number.- 123- 
4567 while that number was busy. The other two 
categories further elaborating incomplete calls are 
"didn't wait" and "didn't answer." A "didn't wait" 
call is chosen to be from 3-15 seconds which means 
that the phone rang for a while before the customer 
hung-up. A "didn't answer" incomplete call is one 
that lasts more than 15 seconds and means that there 
was probably no operator available to answer that 
incoming call . When a large number of blocks are 
shown in the incomplete summary web page display 
having an exemplar screen of Fig. 15 (i), the 
subscriber can next proceed to another web page 
having a summary screen of Fig. 15 (j) to determine 
the reason why a call is blocked. 

As shown in Fig. 15 (j), one of the reasons 
that a call is blocked is due to its ID codes. This 
is^also known as subcode blocking and it is a type 
of call that a subscriber has configured. For 
example, a subscriber may require that a PIN 
(personal identification number) be required before 
a call is to be completed. Thus, an ID code blocked 
call is a blockage defined by the subscriber. The 
next type of blockage is a "tailor call coverage," 
also known as an out of band blockage. This is 
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where a subscriber has purchased a special service 
call number such as a 800 number for only a given 
area in the country. For example assume a 
subscriber has subscribed to a 800 number only in 
the state of New Jersey. Anyone calling from 
outside that state is considered out of band and not 
in the "tailor call coverage." 

There is also an "equipment/network 
congestion" blockage. "These are blocks^ defi*ned by 
the management of the telecommunications network. 
For example, a switch may be congested, a line has 
failed, etc. 

To determine where the incomplete calls 
are coming from, a subscriber can go to a call 
detail inquiry screen such as that shown in Fig. 
15 (k) . The exemplar screen of Fig. 15 (k) provides a 
list of all of the calls made to a particular 
special service number at a particular time range 
specified by the subscriber. It provides details 
about the call so that the subscriber can find out 
where the incomplete calls came from. An advantage 
provided by this screen is that the subscriber may 
call his customers back to find out additional 
information than what is displayed. Fig. 15 (k) 
further shows that the time range requested by the 
subscriber is between 00 : 00 to 23 : 59 , i . e . 
substantially the whole day. The call detail 
inquiry pertains to an 800 number, namely 123-4567. 
The calling number from which the incomplete call 
originated is (719) 282-1860. The country code of 
one designates the United States. The time it was 
connected to the network is shown to be August 31, 
1994 at 04:00 hour. The duration of the call was 12 
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10 



15 



20 



25 



30 



seconds. The disposition of the call was that there 
was no answer. The DNIS designates a specific 
termination from a customer PBX, which is shown to 
be 123-3589.. There is no DTO. 

There are a number of call dispositions 
that are available to a subscriber. One of those is 
shown in Fig. 15 (j). To select another call 
disposition or multiple call dispositions, the 
subscriber can select a call disposition aelection 
screen such as that shown in Fig. 15(1). For the 
instant invention, there are 10 available call 
dispositions that a call can have. These include: 
answered, short call, didn't wait, didn't answer, ID 
codes, tailor call coverage, NCS reject, NCS 
blocked, switch control and network block. A 
subscriber can asterisk or highlight any one, a 
multiple or all of the call dispositions, for 
viewing. In other words, a subscriber selects the 
criteria for what is to be displayed on the screen. 
For the example shown in Fig. 15(1), a subscriber 
has chosen answer (completed calls) , short calls, 
didn't wait, didn't answer, tailor call coverage, 
NCS reject and switch control calls. By selecting 
the different call dispositions, a subscriber sees 
different information relating to the calls. 

< One of such detailed displays is shown- in 

the CDR detail display of Fig. 15 (m) . A pop-up 
screen thereat shows that the call was made from 
Colorado Springs, Colorado and that it was a short 
call. Additional information relating to each of 
the call dispositions may be added as seen fit. 

So far, discussion has been had with the 
various screens which a subscriber can view with 
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respect to calls directed to one or more of his 
special service call numbers • But before a 
subscriber can view the various screens, he needs to 
sign up with the TVS system 116, and more 
particularly subscribe to the RTM option. 

When a subscriber first signs up with the 
network, a profile is established for him. Such 
profile selection screen is shown in Fig. 15(a) . 
The subscriber can have -as many profiles as^ he 
desires. Putting it differently, he may have one 
for monitoring all of his 800 numbers, one that 
monitors only one specific 800 number, one that 
monitors only five of his 800 numbers, etc. By 
inputting to the profile selection screen, a 
subscriber can select a given profile that he wants 
to use which defines the numbers that will be shown. 
In addition, the type of statistics look-up, or call 
inquires, that the subscriber wants may also be 
selected. New profiles may be created, while 
existing profiles can be updated. 

Fig. 15(b) illustrates a screen by which a 
subscriber can add a profile. Suppose the 
subscriber has logged onto the system. He is 
prompted for his profile name which is shown by the 
exemplar Fig. 15(b) to be "testuser." The screen 
shows to the subscriber the polling interval, which 
for this example is five minutes. A description of 
the profile may also be provided. For example, the 
exemplar Fig. 15(b) profile screen shows that it is 
a test profile. So, too, a list of all of the 
special service numbers, for example 800 numbers, 
for the subscriber is shown. Selective 800 numbers 
shown on the screen of Fig. 15(b) can be monitored 
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in greater details. See for example the four 
asterisked numbers of Fig. 15 (b) • To delete the 
display, the asterisk next to the number can be 
removed by simply toggling the number once the 
5 number has been highlighted with a cursor. 

A profile may be deleted as shown in Fig. 
15(c). Specifically, after the profile selection 
screen of Fig. 15(a) is retrieved, a key, for 
example CTRL-D is. selected so that a pop -up screen 

10 appears. By moving the cursor, a particular profile 

would be deleted. As shown in Fig. 15(c), given 
that the subscriber has five different profiles, if 
he were to delete the profile "DANTEST", four other 
profiles remain. 

15 To add a special call number, the exemplar 

screen shown in Fig. 15(d) is used. The add/delete 
profile phone numbers pop- screen is retrieved after 
the subscriber has entered into the adding a profile 
screen of Fig. 15(b). In addition to adding, 

20 special service phone numbers may also be deleted. 

If the number of special service call numbers 
exceeds the capacity of the screen, a subscriber can 
roll the screen to view the numbers outside of the 
view of Fig. 15(d). 

25 A so-called top five numbers may be 

selected. This is shown in Fig. 15(e). The 
specific details and statistics relating to those 
numbers, once selected, are displayed on the 
statistics screens. Although only five numbers are 

30 shown to be selectable in Fig. 15(e), a higher or 

smaller number may also be selected. Once selected, 
those numbers are continuously displayed on the 
screen. 
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The polling interval may be changed. For 
example, the discussion so far pertains to a polling 
interval of 5 minutes. However, such polling period 
may be changed to 10 minutes, as shown in Fig. 
15(f), or to a smaller predetermined period of time. 

The start time for the polling interval 
likewise can be changed. This is shown in Fig. 
15 (g) in which the start time has been changed to 
19:40. - - - ' 

By thus being able to monitor in 
substantially real time the operation of the network 
with respect to calls directed to call numbers the 
subscriber has subscribed to, a subscriber can 
quickly identify how efficiently his 800 numbers are 
being utilized. For example, suppose between 9:00 
am and 10:00 am, an average of 100 calls per minute 
were received. Further assume that there were 200 
operators on duty for the subscriber. Accordingly, 
half of those operators were not busy during that 
time period. On the other hand, between 3:00 pm and 
4:00 pm there were only 50 operators on duty. Yet 
there were, on average, 400 calls per minute 
received during that period of time, resulting in a 
large number of incomplete calls. Once having that 
information, the subscriber can reallocate his 
re^sources, for example decreasing the number of 
operators in the morning and increasing the active 
operators in the afternoon. If it is found that 
there is a lot of blockage occurring, the subscriber 
can purchase additional capacity from the network. 

Inasmuch as the present invention is 
subject to many variations, modifications and 
changes in detail, it is intended that all matter 
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described throughout this specification and shown in 
the accompanying drawings be interpreted as 
illustrative only and not a limiting sense. 
Accordingly, it is intended that the invention be 
5 limited only by the spirit and scope of the appended 

claims . 
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1 



CLAIMS 

1 1. A system for enabling an Internet enabled 

2 subscriber of a telecommunications network to 

3 monitor in substantially real time the operation of 

4 the telecommunications network, said system 

5 comprising: 

6 a) an Internet enabled subscriber work 

7 station to enable secure- IP communications between 

8 said subscriber and a network of a 

9 telecommunications service provider; 

10 b) a server for authenticating said 

11 subscriber as being entitled to receive real time 

12 telecommunications network operation data; 

13 c) processor device for determining the 

14 call details of special service calls routed through 

15 said network; 

16 d) a traffic statistics apparatus 

17 including database device into which records of the 

18 call details determined from calls of various 

19 subscribers routed through said network are stored; 

20 and 

21 e) connection device in communication with 

22 said traffic statistics apparatus for downloading 

23 stored call detail records to said subscriber work 

24 station via said secure IP communications; 

25 whereby said subscriber work station 

26 displays to said subscriber the operation of said 

27 network as it relates to any special service number 

28 of 

29 said subscriber in substantial real time. 
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1 2. The system as claimed in claim 1, wherein 

2 the operation of said network being displayed by 

3 said subscriber workstation comprises traffic 

4 statistics relating to said any special service call 

5 of said each subscriber. 

1 3. The system as claimed in claim 1, further 

2 comprising: 

3 process. for_creating a prof ile ^for said 

4 each subscriber, said process communicating said 

5 user profile information to said traffic statistics 

6 apparatus so that operation of said network is 

7 displayed to said each subscriber in accordance with 

8 said input profile. 

1 4. The system as claimed in claim 1, wherein 

2 the operation of said network is displayed to said 

3 each subscriber as web pages presenting displays 

4 having a number of reporting options that a 

5 subscriber can choose. 

1 5. The system as claimed in claim 1, wherein 

2 the operation of said network being displayed at 

3 said subscriber workstation comprises a summary 

4 statistics screen, an incomplete statistics screen, 

5 another statistics screen and an inquiry screen- that 

6 displays real time statistics and call detail 

7 records of any special service call for said 

8 subscriber. 

9 6. A method for enabling a subscriber to 

10 monitor in substantially real time the operation of 

11 a telecommunications network at a subscriber 
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1 workstation over the Internet, said method 

2 comprising the steps of: 

3 enabling secure Internet access between 

4 said subscriber and an enterprise server receiving a 

5 subscribers call detail data pertaining to the 

6 routing of special service calls throughout the 

7 subscriber's telecommunications network, said call 

8 detail data being provided to said enterprise server 

9 according to subscriber-' s entitlements;- . . 

10 authenticating said subscriber entitlement 

11 at the time of subscriber access to said enterprise 

12 server; 

13 retrieving and determining the call 

14 details of special service calls routed through said 

15 network; 

16 storing into a database device of said 

17 enterprise server records of the call details 

18 determined from calls of various subscribers routed 

19 through said network; 

20 downloading from said database the call 

21 details of special service calls routed through said 

22 network to a subscriber workstation via the 

23 Internet; and 

24 displaying to said subscriber the 

25 operation of said network as it relates to any 

26 sp^ial service number of said subscriber in 

27 substantial real time. 

1 7. The method of claim 6, wherein said 

2 displaying step further comprises the step of 

3 displaying to said subscriber traffic statistics 

4 relating to said any special service call of said 

5 each subscriber. 
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1 8. The method of claim 6, further comprising 

2 the step of: 

3 creating an entitlement ptofile for said 

4 subscriber so that the operation of said network is 

5 displayed to said subscriber in accordance with said 

6 profile. 

1 9. The method of _ claim 6, wherein said 

2 displaying step further comprises the step of 

3 displaying the operation of said network to said 

4 subscriber as web pages presenting a number of 

5 options that said subscriber can choose. 

1 10. The method of claim 6, wherein said 

2 displaying step further comprises the step of: 

3 displaying the operation of said network 

4 to said subscriber as a web page including any of a 

5 summary statistics screen, an incomplete statistics 

6 screen, an other statistics screen and an inquiry 

7 screen that displays real time statistics and call 

8 detail records of any special service call for said 

9 subscriber. 

1 11. A method for enabling a subscriber of a 

2 telecommunications service provider to monitor the 

3 traffic of calls to at least one special service 

4 call number of said subscriber through the 

5 communications network of said telecommunications 

6 service provider, the monitoring being enabled at a 

7 subscriber workstation over the Internet, said 

8 method comprising the steps of: 
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9 enabling secure Internet access between 

10 said subscriber and an enterprise server receiving a 

11 subscribers call detail data pertaining to the 

12 routing of call traffic throughout the subscriber's 

13 telecommunications network, said call detail data 

14 being provided to said enterprise server according 

15 to subscriber's entitlements; 

16 authenticating said subscriber entitlement 

17 at the time of subscriber access to said enterprise 

18 server; 

19 generating call detail records of special 

20 service calls routed through said network; 

21 storing the call detail records of said 

22 calls in a database device; 

23 downloading from said database device the 

24 call details relating to stored call detail records 

25 of calls directed to any special service call number 

26 subscribed by said subscriber; and 

27 displaying said downloaded data at said 

28 subscriber workstation as various web pages, each 

29 web page capable of portraying a representation of 

30 the status of said calls being routed through said 

31 network in response to a particular request by said 

32 subscriber. 

1 12\ The method of claim 11, further comprising 

2 the steps of: 

3 creating a profile for said subscriber; 

4 said displaying step further comprising 

5 the step of displaying to said subscriber said data 

6 in accordance with said customer's profile. 
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1 13. The method of claim 11, wherein said 

2 displaying step further comprises the step of: 

3 displaying said retrieved data to said 

4 subscriber as traffic statistics relating to calls 

5 directed to said any special service call number of 

6 said subscriber. 

1 14. The method of claim 11, wherein said 

2 displaying step further comprises the step gf : 

3 displaying said retrieved data to said 

4 subscriber as one or more web pages having screens 

5 comprising a number of options that said subscriber 

6 can choose . 

1 15. The method of claim 14, wherein said 

2 screens include: a summary statistics screen, an 

3 incomplete statistics screen, an other statistics 

4 screen and an inquiry screen that displays real time 

5 statistics and call detail records of any special 

6 service call for said subscriber. 
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